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EVALUATION

The TAC C3 Distributed Operating System Study Final Report
presents a generalized distributed system architecture for applica-
tion to TAC operations and also provides an assessment of the
technology needed to support future realization of this system
concept.

This effort applies to TPO-R3, Thrust D, "C2 Information
Processing"; Subthrust i, "C2 Information System Structures;
specifically, Project 5581, Task 21, "Network and Distributed
Processing Studies" and Project 2530, Task 01, "Distributed Data
Processing". |

This effort will be used as the basis for a follow-on effort
to implement an experimental distributed operating system as a
means of demonstrating the feasibility of the technology. 1In
addition, the technology assessment contained in the study will be

used in structuring future RAD efforts within the above referenced
V% .

0.,
%ﬂl{d DALY
OMAS F. LAWRENCE

Project Engineer
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TAC c3 DISTRIBUTE!L" . ”ERATING SYSTEM STUDY
Technical $immary
Operating Sy:ztems, Inc.

1. 1. TECHNICAL PROBLEM

The general problem being addressed
by this study is the Interconnection of
data processing faciiities into a Tactical
Alr Force Integrated Information System
(TAFUIS). Specifically, this study deais
with the issue of the operating system
which wili tie the incividual data pro-
cassing components intc an effective
Information system in a tactical environ-
ment.

The goal of the distributed operating
system i3 to aexploit available technol-
ogy for achieving an operational confi-
guration for the mid 19380s which will
have attributes survivabliity, flexibiiity,
interoperability, and responsivenass to
user information needs.

2. GENERAL METHODOLOGY

The study was conducted by examina-~
tion of technology in areas of:

[1] Computer networking
[2] Operating systems
[3] Communications

[4] Large system development
methodology

[5] Distributed data base manage-
ment

The criteria used to evaluate the appli-
cability of these technolngy areas
were: (1) operability in the tactical
environment, (2) ewvolution of system
modules, and (3) packaging for Tactical
Air Force contingencies.

A strawman data processing arch.tec-
ture was used to illuctrate system siz-
iag and concep? of operation.

3. TECHNICAL RESULTS

The study establishos a rationale for a
distributed data processing architec-
tura which recognizes two types of
computer networking In its implementa-
tion. The first is the networking of
computers in a local arsa where reliable
high bandwidth communications chan-
nels are avaiiable (the mininet). The
second is the interconnection of data
processing elemunts cvar long-haul
commurnications networks which wiil
tend to have frequant outages, low
bandwidth channels, and susceptibility
to saturation. The operating system
design concept which Is aavanced in
the strawman architecture, utilizes
three leveis of operating system ser-
vices. These three leveis have been
designated:

[1] Constituent cperating systams
(COS} - sat of heterogeneous
manufacturer-supplied operating
systems which support the inter-
nal functions of individual com-
puters.

[2] Mininet Distributed Operating
Systam (MINIDOS) - supports the
high-bandwidth inter~zonnection
of computers into a single data
processing cell; primary functions
are capacity extension and
reconfiguration.

[3] Maxinet Distributed Operating
System (MAXIDOS) - supports the
interconnection of processing
celis through a communication
natwork wiich has variable
bandwidth, low rellatility, and a
dynamically changing connec-
tivity; primary functiors are
exturnal interfaces, handling of

- e,
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critical system data and ensuring
the survivability of the Informa-
tion syatem.

The study develops the rationale for
the maxinet/mininet architecture and
ldentifies technology that Is required to
support this concept of operation.

The system deveiopment process Is
Identified as x an area that requires a
non-classical approach In order to
achieve the goals of modular evolution-
ary development and flexibility. The
study proposes a concept of a Central-
ized Deveiopment and Staging Facllity
(CDSF) to overcome many of the pitfalls
in large tactical system desvelopment.

3. IMPLICATIONS FOR FURTHER
RESEARCH

Thae study I|dentifies technology needs
In the following areas:

[1] Tectical information modei
development

[2] Automated tactical requirement
collection and analysis

[3] Distributed system
simulation/emulation

[4] MAXIDOS/MAXINET interface
study

[6] Criticallty oriented data manipula-
tion languages

[6] Critical data transmission
algorithms/protocols

{71 Heterogeneous processor inter-
facing

[8] MAXIDOS/MINIDOS interfacing

[{9] Probabilistic resource manage-
ment

{10] Adaptive resiient algorithms

[11]) MAXINET encryption techniques

{12] MAXIDOS authentication aigo-
rithms

[13] Multilevel/muitiuser distributed
security

[14] Giobal configuration management
[16] Cell reconfiguraticn prccedures

[16] Extensible distributed data hase
management

[17] Probabilistic.data manzgement
algorithms

[18] Heuristlc procedure development

Many of these technology reguirements
are being addressed by current or
planned Alr Force programs. A testbed
is required to focus thase sreas of
technology development on the impla-
mantation of a working distributed data
processing architecture for TAFIlS. This
testbed should provide an environment
where system developers have access
to real data and the whare the usar can
be an Integral part of the system
development and staging process. The
orientation of the testbed program
shouid emphasize the rapid conversion
aof technology into fieldabie tactical
Information systems which are good but
not necessarily optimized for all uses.

4. SPECIAL COMMENTS

One of the observations made during
the course of this study was the rapid
convergence of technology needs in
different program areas toward a com-
mon set of functions which could be
provided by a common dcistributed
cperating system. These common
raquirements are seen in the develop-
ment of automated communication net-
work control systems, distributed cata
base systems, and In the deveziopment
of specilal applications systems involy-
ing multiple processors. Air Force and
contractor groups involved in these
types of progrems should have a direct
participation in the review of distributed
operating system technology or tasthed
experiments produced by any follow-on
work in this area.

.
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TAC ca DISTRIBUTED OPERATING SYSTEM STUDY FINA} REPORT

Operating Systems, Inc.

1. INTRODUCTION

The objectives of the TAC C° Distrl-
buted Operating System Stucy are to:

e Define a viable data processing
architecture and operating con-
cept for the tactical commang,
controi, a:d communications ()]
environment.

e Determine the role of the Distri-
buted Operating System (DOS) in
the operating concept.

e identify and evaluate issues
Involved in the feasibility of the
data processing architecture.

The TYactical Air Force Master Plan
defines the general goals and operating
constraints for a Tactical Air Force
Integrated Information System (TAFIIS).
The TAFHS Master Plan document
[Reference 1] defines the mission of
the data processing facilities and !den-
tifies tnhe types of users and functions
to be supported by TAFIIS. fFor the pur-
pose of this study, data processing will
be detined to exclude the communica-
tions devicas although the services and
performance requirements of communl-
cations networks will be addressed 18
part of the architecture analysis.

The requirement for an integrated infor-
mation system is based on the need to
most effectively utilize the tactical
units, intelligence, survelllance and
idantification, personnel, and logistics
resources avallable in a Tactical Alr
Force deployment. Shering of informa-
ticn is the key to survelliance and intel-
ligerce effectiveness. Coordination of
air resources tor defense or tactical air
operations can be done effectively cnly
through close communication between
supporting and supported units.

1-1

Continual flow of unit status and
materiel expenditure data to iogistics
support units is required to ensure the
effectiveness of the resupply chain.
Carefully coordinated and positive
management of the electromagnetic
spectrum will be vital in the Electronic
Warfare threat environment. The abpility
to share weather and topographic
anaiysis information will mean that more
accurate and sophisticated systems
can be used to support various mission
requirements. The seemingly simple
function of identifying friendly units
requires an array of information sharing
on operatlons, procedures, and visibility
areas.

The data processing architecture of
TAFUIS is intended to support the invor-
mation handling requirements and
improve performanca over that achiev-
able with manual mesns. Data process-
Ing itself is a high-cost resource that
must be allocated effectively In the
tactical environnent.

1.1 Approach to Defining a Viabis
Data Processing Architacture

The approach that OS| has pursued in
the definition 5f a viable dp architec-
ture has been guided by three TAFIIS
Master Plan cor cepts:

o The roliing force package
@ Modular element evolution
e Survivability

1.1.1 The Rolling Force Paciage.

The rolling force packsge concent is
aimed st assembling an information sys-
tem that is appropriate for accomplish-
ing & specific mission with a given force
level in a specitic geographic area.
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This concept impiles that data process-
ing components wiil aiso be configured
in accordance with the numbar and type
of users and will support the missions
and loading requirements imposed by
the particular operating environment.
The time required to mobillze the rolling
force package should re minimal and
the packsge shouid be extensible as
the fore ievel, mission requirements, or
external interfaces change with phases
of engagement.

1.1.2 Modular Element Evolution.

The TAFIIS Master Plan recognizes the
realitias of on-going system deveiop-
ment in its stated objective of support-
ing continuing evolution of system eie-
ments. The goal is to modularize the
functions of TAFIIS eiements such that
hardware substitutions, software
upgrades, capacity expansion, and
addition of new elements can be
achleved as painiessly as possible. The
iifa cycle of the TAFiiS concept wili
extend beyond the 1980s and com-
puter hardware, software, weapons,
communi:ations, and Intelligence sys-
tems will evolve through me "y genera-
tions within this period.

The modular evolution concept if imple-
mented successfully should help to
avonid the many pitfalls of large system
development for the tactical environ-
ment which have sc frequently been
experienced. These pitfalls include:

e Lengthy development cycles
which rasult in obsoiete hardware
reaching the field.

o Isolation of end-usar from the
development cycle resulting in
systems which don't address the
rea! problems.

e Ignoring the system operating
and maintenance skills required
to adapt the system to the
environment, resulting in unwork-
able systems or excessive staff
costs to maintain the systen.

1-2

1.1.3 Survivabllity.

The TAFIIS Master Plan goa!l of high sur-
vivabliity tends to have an overriding
effect on many types of design decl-
sions such as in data protection, redun-
dancy, and alternate operating modes.
interpretation of survivability reguire-
ments cannot be applied directly to
data processing reauirements for capa-
city redundancy, data transmission and
storage protocols, and program mobility
without consideration of the human ele-
ment involved. Assumptions about eie-
ments backing each other up must take
into account cross-training require-
ments and background information
required to accomplish the mission.
Data transmission and storage protocols
must take into account the aiternate
human-readable medla used to back up
the computer and digital transmission
media. The Increased mobliity of
amaller command elements ahould not
sacrifice the group decision-making
capabilities of current larger, leas-
mobile (and less survivable) command
centers.

1.2 Architectural Approach

The approach which has beenr taken to
the selection of a data processing
architecture is based heaviy on a
humanistic model of information handling.
Key features in this architecture con-
cept include:

e Dscentralized control of TAFIIiS
data processing elaments

e Non-classical information struc~
tures

o Data base concurrency controi
through loose coherence algo-
rithms

® Adaptive rasource management
algorithms

The deveiopment approach is as impor-

tant as the data processing architec-

ture because an attempt is being made

to achieve an open-ended system con-

figuration. The key concepts In the
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development approach inciude:

o Centralizad system daevelopment
and deployment staging with con-
solidated use of technology,
data, communications, software
development tools, and testing
resources

e A "make it work” development
philosophy with direct involve-
ment of users

e Heavy emphasis on user and data
base preparation prior to deploy-
muit

e Sliding readiness time windows
within which the components of
the information system must be
fieldable

e Continuous and oveslapping sys-
tem upgrades being performed by
a combination of contractor,
government project staff, and
biue-suit personne!.

1.3 Summary of Document

The concept of operation for the TAFIIS
date processing system is discussed in
Section 2.0 of this document. The con-
cept of operation describes the user
population, preparation of the informa-
tion system prior to deployment, and
adaptive mechanisms 7or achieving sur-
vivability, flexibility, and gradual evolu-
tion. The functions of the data pro-
cessing architecture sre described from
a generic standpoint rather than
specitic applications. TAFIIS functions
were defined in this way in order to
arrive at the requirements for a distri-
buted operating system which is capa-
ble of supporting this type of data pro-
cessing architecture.

A strawman architecture is descrided in
Section 3.0 as a means of presenting
the design issues of the dala process-
ing configuration and the associated
operating system. The strawman archi-
tecture is presented as a distributed

data processing configuration which
uses two levels of computer netvrork-
ing, the maxinet and the mininet. The
operating system is logically structured
into three lavels in order to address the
functional and performance differences
of operating system services performed
within one processor, the mininet, or
across the maxinet. Software structur-
ing is also included in the description of
the strawman.

The rationzle for the strawman archi-
tecture is presented In Section 4.0.
This section identifies open architec-
tural issues end assesses the risk
involved in the selected architecture
approach. The key areas addressed
include:

interprocessor communications

resource management

®

® security
e configuration management
e

data base management
o system development

Section 5.0 provides a matrix which
summarizes the technological require-
ments required to proceed with the
development of a data processing
archilecture to support the TAFIIS
opersting concept. Technology require-
ments are evaluated from the perspec-
tive of avallability of technology to
satisty requirements, development time,
and risk.

o i
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2. SYSTEM OBJECTIVES

This section discussaes the primary pur-
nozes for which a dala piosessing con-
figuration would be deployed into a tac-
tical environment to support the infor-
mation requirements of a Tactical Air
Force command and control organization.

2.1 Operating Environment

The potential operating environments
for TAFIIS have extreme variabdility in
terms of:

Force size and composition
Type of engagement
Length of engagement
Types of missions

Mission activity lavel

Opposing force threat

Knowledge cof opposing force
threat

o Terrain effects on communica-
tions, disposition, and operations

e We ‘ther effects on communica-
tionz and operations

¢ Electronic warfare
These environmental factors all contri-
bute to the requirements for the data
procassing  architecture which is
deployed to support the TAF.

2.2 Concept of Operation

The TAFIIS is an information system that
will be composed of huwnan elements,
automated data processing, ccmmurica-
tions services, and hardcopy data. The
scope of operation has been purposely
broadened to inciude the devolopment
and gerrison stales as well as tactica!l
deploymeant in order 1o address the goal
which has been so alusive in past sys-
tems -- that of shortening the system
development cycle. inclusion of these
two phases ¢! system operation is
integral 1o the pronsosed approach which
places mor o emihasis on the syslem
developn. - - :zess than on producing

an all-encompassing Ssysiein cesign.
This approach foregoes the assumjstion
that requirements are del: icle and

that a system can be ceveiized to
meet those requirements.

Instead, the operating concs .t assomas
thet requirements are cooinucusly
changing with the world situzlicn, the
threat, and the state of ‘z<:-:aclogy.
The operating concept presertel in the
following paragraphs delinzztes the
nature of the user popuiciion, the
preparation of the system iZ: cdcploy-
ment, and adaptation of the sysiam to
the operating environment. There is no
definition of a normatl operatin; mcle or
typical environment. Inste&ac, {ie sys-
tem designer will provide & &rciitec-
ture which will utilize whatever in’.-ma-
tion and resources that are avzilesia to
prepare for contingencies ans edzplve
mechanisms for achieving &acdeguate
performance in the operating env.;on-
ment.

Optimization 1S not addressed -- more
important is the concept! of mziiing the
system work under whatever operating
constraints exist. The ecaptive
mechanisms which are integrel to5 the
operating concent! are impsriant to
achieving evolution of the cystemn as
well as effective management of
resources in the tactical envirc~—ant.

As a key feature in e&ch of the *2!'cw-
ing discussions is the role thzi trhe
operating system plays in ‘e 'ze of
date processing resources.

2.2.1 User Population.

The question of who useu: is
important in scoping the d: > - -**'-'s—
ing functions to be supporied. S=reuse
of the goals of conlinuing e-'~" it c":d
the need 'o shorten the . -a'mnsang
cyclie between states of : ~--~+“a 4
class of system support veerc Vo "~ann
added 1o the conventionsl <o <t an of
the user population which ~~ " r'neg ==ty
analysls o7 gperalors mme T o ean g
with the apshzevon. n =~ -~ 2 ne
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analyst class users such as planners,
operations officers, llaison, Intelligence,
etc., the system support user class
expands the user population to include:

[1] Data base specialists
[2] Software maintainers
[8] Performance evaluators
[4] Security officers

[6] Tralners

[6] System operators

[7] Hardware malntainers
[8] Communicators

The system support wuser when
addressed in user interface require-
ments expands the command repertocire
to be processed by the data processing
system. The skill level profile of the
system user also changes dramatically
when the system support users are
thrown in with the persons that staff
the traditional analyst and duty posi-
tlons associated with command and
controi elements. Even the skill levels
of parsons in operational duty positlons
van vary. Some system functlons can
be handled by data entry clerks with
very little training. Intelligence
analysts will spend considerable time on
the system reviewing message traffic
and updating intelligence files. Opera-
tlons offlcers may spend most of their
time examining status and situation
displays and communicating with remote
elements. Training may vary widely In
terms of length and deptn. Expertise in
use of particular system functlons may
depend on how often that functlon is
used. Management personnel may also
be expected to use the data process-
ing system for certain functions.

Because of this wide diversity In the
usar population, the operating concept
proposed for TAFIIS assumes that the
user interface must be tailorable for the
skill level and function of the particular
user. This operating concept for the

2-2

user Interface has seversl important
impacts on the data processing confl-
guration. Because there are obvious
beneflts In using standard user termi-
nals and Interfaces in reducing inven-
tory cost and in minimizing th2 intero-
perabllity problems, somc form of user
interface standard is necessary. How-
ever, if the standard is applied to all
aspects of the man-machine interface,
then the system has very little adap-
tivity for different user skill levels and
context of system use. From the
standpoint of terminal standardizatlon,
only the electrical and external charac-
teristics are Important and not the
Interpretation of commands.

Both of these benefits can be accomo-
dated with an approach to the user
Interface language which invoives the
use of a common user language sub-
strate. The substrate provides a singu-
lar common user language across all
user types and Is In a keyhoardable
textual format that is adaptable to most
types of dumb and Intelllgent terminals.
Tha basls of this approach has been
described in secme of OSI's recent stu-
dias for the Army Research Instltute
[Reference 2] and is currently being
evaluated for use In several large
multi-user system designs.

There Is a secondary beneflt from the
use of a keyboardable substrate that
occars during system develooment.
Because the software designer needs
only to work with the Internal substrate
form of user commands, he is effec-
tively decoupled from the day-to-day
vaclllations In user preferences for
function keys, menu layouts, display
formats, etc. Fewer chancges in func-
tionai command forms will result In
reduced applicatlon development time.

At the same time that the user inter-
face looks extremely varled from the
user population perspective, there are
also many commonalities at the generic
function level from the machine imple-
mentation perspective. Such generic
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tunctlons tend to fali into the areas of:
[1] composél adit
[2] search
[31 malntaln/deflne
[4] retrleve/output
{6] route
[6] compute
[7] user alds
[8] status

From the perspective of the DOS, the
user Interface also has common require-
ments across the user popuiation.
These requirements Include audit trali,
command/message sequencing, device
transparency, directory functions, and
access control.

The approach lis implementing the user
interface can be summarized as one of
providing user specificity from the
user's perspective and commonality
from the machine perspactive.

2.2.2 System Preparation.

Although the natural tendency is to
think of only the operational perlod fol-
lowing depioyment, the preparatlon prior
to deployment is nececeary to the suc-
cess of the roliing force package con-
capt. The Iinitial data base carrled into
the fieid will be an extensive composiie
of contingency glanning data, intelil-
gence data (such as order of battle,
preplanned target informatlon, and eth-
nographic data on the country), network
data on i{heater and national interfaces
and reporting requirements, and internal
working formats and proceduras. If the
sys.em is expected to work eftficiently
In the field, users must gain familierity
with the use and capabilities of the
systemn through command post exer-
cises and field test operations.

Any preparation that can be done in a
garrlson state wiill reduce the time
needed to mobilize. Preparation also
increases the initial utility of the

system once it Is in place. Therefore,
there is a high value that can be attri-
buted to an operating concept which
ensures the continual readiness of the
command and control data processing
support. It is a conciusion of this study
that the operating concept shouid
emphasize continual use of the data
processing system in garrison and train-
Ing operations such that the transition
from peacetime to wartime use is’
smooth and that users are aware of
how to use the system.

intelligence activitias are never in a
dormant state and are in fact more crit-
ical during peacetime. Intelligence
preparation of the battlefield (IPB) Is
galning more attention from commanders
because of the benefits of using Intelli-
gence producis for contingency plan-
ning at lower echelon levels. Nationa!
intelligence collection capabilities that
are normally thought of as being for
strategic use exciusively hava been
shown to be invaluable to the IPB pro-
cass and to subsequent exploltation of
real-time Intelligence gathered In the
fleld. This approach to inteliigence
preparation requires continued access
and exploitation of intelligence data by
analysts who will support the fleld com-
manders.

Data processing system preparatio
should parallel that of aircraft systems
that are maintained and supported in @
continual state of readiness.

2.2.3 Message Handling.

Communications are not used In the
same manner during peacetime as they
would be In the field. Field communica-
tions require use of unreliable radio
nets and emphasize use of communica-
tion security (COMSEC) procedures to
prevent the opposing forca (OPFOR)
{rom exploiting tranamissions for target-
ing or Intelligence purposes. Unfor-
tunately, COMSEC procedures are
7igldly adhared to only for strategic
operations. The tactical user has
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difficulty adhering to COMSEC discipiine
because of inadequate communications
equipment and unfamiliarity with COM-
SEC requirements. Because users are
dependent on communications for their
authority and abliity to conduct opera-
tions, they wiil piace a high premium on
any communication mode, even if it is
not secure. The TAFilS Master Plan
Identifies joint service programs such
as the Joint Tactical information Distri-
bution System (JTIDS) and Tri-service
Tactical Communications (TRITAC) which
are aimed at improving secure communi-
cations services.

The data processing configuration plays
a role in communication security from
several points:

[1] digital communications can be
encrypted more easiiy and rapidly
than volce

[2] digitai messages can ba transmit-
ted in less time and thereby
raduce the probability of inter-
cept

[3] digital messages can utilize store
and forward services and aiter-
nate routing to compensate for
intermittent or unreiiable commun-
ication networks; voice relays
are time-consuming and error
prone

[4] digital message communications
can be controlied by consistent
CEOI (Communications Electronics
Operating Instructions) to avoid
COMSEC violations

[5] digital messages can be iogged
and stored by the data process-
ing system

[8] digital messages can be automat-
ically disseminated to nultiple
destinations with no additional
effort on the part of the sender.

There are several pitfails in the use of
digital message traftic to replace voice
communications. The first is that there
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are both formal agd informai communica-
tions between C~ eiements. The infor-
mal communications are vital to achiev-
ing the feedback which alicws the sys-
tem to adapt. Informal communications,
however, are less adaptabie to digital
message format although successes
have been achieved to a great extent
in the intelligence commurity with INDi-
COM and OPSCOMM networks and in
ARPANET with the electronic malli sys-
tem. Users must be intimately familiar
and comfortabie with these systems for
effective use in informal communica-
tions.

A second pitfall is that the language
used for digital message transmission is
not aiways suitabie to the individual
user. Message formats have data
fieids for use in communication control,
message filing, access control, security
classification and downgrade, and
activity codes. The message language
may be further complicated by a con-
tent structure designed for computer
readability or computer ganeration. The
vocabulary may be complicated by the
use of abbreviations and acronyms
peculiar to an activity, the service unit
creating the message, or simply the
preference of the sender. On top of
format and vocabulary pecullarities,
typing and transposition errors will
occur along with possible transmission
garbles. These language problems
translate into Interoperability prob'ems
which becoma extremeiy pronounced
when digital message traffic forms the
basis of communication between dif-
ferent service elements or allied ela-
ments.

Retliability factors are also detrimental
to user acceptability of digital message
handiing. If the computer ic storing and
controlling access to message data and
then the computer fails, the user may
be without backup information. Even
worse, the computar may not be able to
restore the message data when the
system has been reperired and
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restarted. Aithough reiiabiiity problems
have caused users to view digitai mes-
sage handling systems with skepticism,
good design appreaches and diversity in
data protection media can overcome
these probiems.

These problems can be largeiy over-
come in order to darive the operaticnai
benefits of digital communication. The
approach to digitai message communi-
cation must be based on linguistic prin-
ciples rather than optimization of com-
puter readabiiity and data transmission.
Most importantly, the users must be
familiar with the use of digital communi-
cations and utilize digital communica-
tions as part of the normai operations in
peacetime. If this approach is taken as
a generalized concept, users will know
how to use TAFilS data processing
facilities when they are depioyed and
will have adapted the user interface to
their specific requirements for communi-
cation and data base usage.

2.2.4 Adaptivity Mechanisms.

Preparation of the data processing sys-
tem prior to deployment ensures that
the system wili have immediate utility.
Preparation of the system wiil also
include the provision for contingency
operation and adaptation. Once the
system is in place it must adapt to the
environment, the missions in process,
and survive the opposing force threat.
Over the long term, the information sys-
tem must adapt to the addition of new
elements, missions, and functional
organization. The adaptation mechan-
isms which are proposed in the concept
of operation include:

[1] Communication network adaptivity

[2] Distributed Data base manage-
ment

[3] Robust information structures

[4] Uecentralized resource managa-
ment
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2.2.4.1 Communication Adagtivity.

Communication adaptivity involves
adjustment of information flow to the
available physical communicztion net-
work structure and adjustment to the
changing Information needs of incividual
users.

The field environment is highly cynamic
from the perspective of the ccmmunica-
tions services availabie to the data
processing system. Communication
bandwidth between centers will vary as
links are established and as cutages
occur. Loading wiii vary with the 24-
hour operationai cycle and over tlie iong
term as the force ievei changes. The
nix of missions and support activities
will vary with the phase of beattle.

Two types of adaptivity mechanisms
are proposed in the operating concept
for deaiing with the tactical constraints
placed on information flow. The first
concept is to use monitoring rmechan-
Isms in the communication neiwork to
detect when the load is too high for the
availabie communication bandwidth.
This information would be fed back tc
the data processing system so that an
adjustment could be made to mode of
network operation to reduce the
demand for network communication ser-
vices.

The second concept is an approach to
adjusting the iogical information flow to
the needs of users as their reauire-
ments change due to:

[1] change in geographic 2rea of
interest

{2] change in functional res~crsibility
(mission, duty position, e*c.)

[3] change in the tacticel s'‘uation
(type of engagement, *»rec?)

[4] requirements to assuTs the crea
of responsibility for ~lemantgs or
individual users thet rre vn'ried
or removed from the e rc*=m,

The concept fcr adiv<i~qg the
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Information fiow to these types of
changes cannot be reasonably charged
to the information sender because hun-
dreds of reclplent users could be
involved In the distributlon of a given
Item of information. Instead, the infor-
mation is made availabie to every major
communication node in the network and
individual users may gain access to this
data on the basis of Interest and
access authority.

The problem of how to disseminate
Information efficientiy to muitiple nodes
(that may number in the tens) Is dis-
cussed as part of the data base distri-
bution and data criticallty definition
issues.

2.2.4.2 Software Adaptivity.

During deployment, software adaptivity
wiil include directory updates, addition
of capaclty for additional users, Instai-
lation of appiications moduies to support
new missions, and reconfiguration to
contlnue operation in degraded modes.

The hardware configuration is not
expected to remain stabie In a
deployed configuration because of the
high attrition of computer equipment In
the hostiie field environment. New
interfaces to communication devices
are expected to be commonplace as
the communication networks are
expanded vo include new elements or
are reconfigured for new dispositions of
elements.

information structures wili have to
adapt to the specifics of the missions
and information requirements of particu-
lar users. The user population will not
be stable due to shift changes, person-
nel changes, and reorganization.
Interopearability requirements with other
service or allied elements may require
compromise or modification of data for-
mats used in communication.

In the proposed concept of operation,
all software upgrades made in the field
will be treated the same as data base

management probiems and information or
data flies transferred to fie!d elements
to accomplish the upgrede wili be
treated as tactical Information flow.
The obvious impact of this concept of
operatlon Is that software must be
treated as critical data and must be In
a form which is compatible with field
communications services.

2.2.4.3 long Term Adaptivity.

Adaptivity in the garrison environment Is
aiso a critlcal systam requirement. As
new weapon systems, communicatlons
capabllities, and inteiligence collection
capabllities are introduced into the TAF
Inventory or as obsolete systems are
phased out, there will be significant
changes to the data processing system.
Aithough the network configuration will
change on a much slower basls, the
garrison configuration wlii undergo
changes in directories, software
modules, and hardware.

Each time a change Is made which
affects information structures, operat-
ing procedures, or reiiabliity the system
will have to be reverified for operatlonai
use. Many iarge systems have been
plagued by architecture problems which
make each upgrade a painful and time-
consuming process of retesting and
removai of bugs Introduced by the
upgrade. This retest period generally
results in a significant period of system
downtime and poor reiiability.

As a general concept of operational
upgrading, it will be assumed that both
old and new functional capabilities car
be maintained in the data procassing
configuration at the same time. This
means that readiness would not be
severeiy impacted by the introduction
of new capabilities and that the old
system would be available as a fall-
back. This concept places a burden on
the communications system to bhcndle
duplicate message traffic. Canpacity of
the data processing system must te
sufficient to support two concurrently




active configurations. It aiso places a
burden on the system configuration
control mechanisms to handie multipie
software, hardware, and date base ver-
slons concurrently. From the user’s
perspective it means duplication of
staffing to run both systems.

None of these implications are Incon-
gistent with the goals of TAFIIS or the
general operating concept belng
presented for the foliowing reasons:

o TAFIIS will have extra capacity
to meet expansion requirements
and backup contingencles.

e Communications networks wiii be
constantiy handilng duplicates
and retransmissions because of
reliabliity probiems.

e Operating groups must be capa-
bie of providing muitiple staffing
for every duty position to meset
24-hour day tactical manning
requirements. Paraliel operation
of two systems couid be used as
a training wvehicie for cross-
tralning of operators for muitipie
duty positions and for preparation
for degraded mode operation.

2.2.4.4 Evolution Mechanisms.

An important que:=tion Is how to produce
the higher skilied staff that will be
required to perform the compiex activi-
ties of software and hardware integra-
tion and testing required to achleve
continual system upgrades. The Air
Force, like other sarvices, Is facec with
personnei shortages in high skill areas
such as data processing and hardware
meaintenance. Software development
and testing is too compiex to be under-
taken by Inexperienced personnel. For
these reasons, an operating concept
has been assumed that ia based on the
initial phase of system upgrade being
performed by a centralized deveicpment
and staging faciiity. Centralized

‘software maintenance and hardware

testing wouid concentrate the avaiiable

high skill personnel.

Some additional benefits to be derived
from the centralized maintenance con-
cept might be In promoting standardiza-
tion of software moduies and configura-
tion control In areas requiring interoper~
abiiity with other systems.

Since some amount of software mainte-
nance must stili be done in the fieid,
provisions shouid be made for simplify-
Ing these procedures so they can be
done by lower skiiled personnei. This
area is of particular concern to the DOS
study because the operating system is
the key factor In determining the com-
piexity of software maintenanca. A
corresponding question Is how to make
the skilis of the centrai facility avali-
able to the fieid and how to make fieid
probiems known to the centrai faciiity.

2.3 Desirable System Functions

The functions of the TAFIIS data pro-
cessing architecture can be defined in
terms of genaric processing functions,
and in terms of the speclific roies of the
operating system, applications
software, system software, hardware,
and communication. The focus of this
study Is specificaliy on the role of the
operating system although boundaries
must be defined between the different
components.

2.3.1 What is the TAFI!S Data Process-
ing Mission?

Other ways of addressing this question
are "Why is data processing required in
the tactical environment?" cr "What
can automated data processing do that
the user can't do equally well for him-
self?”. The most basic operations that
the computer can do for the user
include remambering, computing, and
eiectrical interfacing. The several hun-
dred machine instructions which manipu-
late these basic operations cean be
organized into complex functions
through saveral lavels of intermediate
language  abstraction. From the
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perspective of the data processing
system (not the user’s) these complex
functions generaiiy faii into the areas
of:

[1] composition and editing of data
[2] search for data records

[8] define/maintain data base

[4] retrieve and output data

[8] routing of data between users
[6] user aids/computation

These general categories may translate
Into hundreds of machine-recognizable
commands. In the context of a specific
user and command argument combina-
tions, the command repertoire is virtu-
ally unlimited in scope.

Unlike the robust communication
between humans, communication with a
machine must be explicit and without
ambiguity. Although the initial cost of
automation is high, the advantage of
the combuter Is that once a computa-
tional segquence has been defined
explicitly, it can be remembered and
repeated with a much higher speed.
The goal of the system designer is to
arrive at some midpoint between the
lowest level machine instructions and
the user's notion of what he wants the
machine to do.

In this respect, the state of the art in
{:an machine interaction has advanced
significantly due to r:search in naturai
language information processing tech-
niques and the quantum reductions in
computer hardware costs. Early com-
puter systems did not consider natural
language interfaces with computers
because of the high costs of maintain-
ing large dictionary structures and com-
putation of lengthy parsing algorithms.
Even storage space restrictions have
had a detrimental effect cn the user
interface. In the attempt to save
storage space In the computer, the
system desigrai forced the user to
remember arbitrary coding schemes and
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remember the context of data vaiues
with no fleld names or descriptions in
the data records.

Systems which were deveicped in this
manner many years ago have left a
iegacy of non-human oriented message
and data record forms which persist in
many data processing systems yet
today. This is not to say that brevity in
data records cannot be usefu! (end it
can be In tacticai communications).
However, these forms can end should
be developed along human-oriented
linguistic principles and not in accor-
dance with outdated computer cost
constraints.

Because of the importance of informa-
tion structure utilized in digital message
communications and in the man-machine
interface, special attention has been
given to this subject during the course
of this study. The resuits of this study
are presented in Appendix A, "“implica-
tions of Advanced Data Structures for
Tactical Communications".

2.3.2 The Role of the DOS in the Data
Processing Architecture.

The components of the TAFIIS date pro-
cessing system architecture inciude:

[1] Processor and peripherails
[2] Communications devices
[3] User tarminals

[4] Operating system softwara
[6] System software

[6] Applications software

The general nature of each of these
components are easily understood in
the context of a single processor sys-
tem. When distributed processing Is
involved with multiple processors, the
context of these definitiors #re ambi-
guous depending on the rerecnective
from which the system is viewed. As a
case in point, a remote computer sys-
tam may access the dela bzse of a
sacond host computer py c~—u'ating the
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interface of a locai terminal. The
ramote system can be viewed as a set
of components or as a terminal. Simi-
larly, a programmable communication
device may be viewed as a plece of
hardware during use but should be
viewed as a cooperating system with
its own operating system and software
moduies from the perspective of proto-
col development and maintenance.

The only point at which there is an
awareness of the real features of com-
ponent characteristics is from the per-
spective of the operating system which
ties the components into a processing
sequence. The operating system is of
little importance in a singular process
sequence such as procass control
where the algorithm is static. The
operating system gains immense impor-
tance in a multi-programming environ-
ment where the software structure is
not static. Distributed processing intro-
duces a new dimension where neither
the software nor the hardware confi-
guration is static.

in the concept of operation assumed for
the TAFIIS data processing system, the
operating system Is assumed to perform
the types of functions listed in Table 1.

The distributed operating system |is
assumed to encompass the functions of
the operating system in each processor
plus any extensions required to operate
the data processing resources in a dis-
tributed configuration. The extensions
required to support a distributed pro-
cessing configuration generaliy fall intc
the areas of:

[1] Oirectory services to keep track
of users, software modules, and
data.

[2] Aliocation of resources sharad by
multiple nodes such as communi-
cation services, global data
bases, excess capacity (termi-
nals, backup processors,
input/output devices)
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[4]
[6]

(6]

[7]

[8]
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Scheduiing of tasks Involving
interprocessor interaction

Access to global
software

system

Performance monitoring (proces-
sor status, communication service
status, interprocessor interaction
status, user status, device
status, resource utiiization)

Degradation handling and system
racovery (error detectlon, error
reporting, fault isolation, restart,
and reintroduction of falled unit
after repalr)

Interprocessor communication
(event occurrence, data mapping,
data transmit and acknowiedge-
ment, remote terminal access)

Multi-ievel data security, access
control, release control and audit
trail.
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Table 1. Hierarchical Classification of OS Services

1.0 SERVICES TO PROCESSES
1.1 Process management
1.1.1 Process initiation
1.1.2 Process termination
1.1.3 Error Recovery
1.1.4 iInterprocess mediation
1.1.4.1 Priority Assignment and Management
1.1.4.2 Coordination Primitives
1.1.4.3 Communication
1.1.6 Environment Management
1.1.5.1 Storage Management (for specific processes)
1.1.5.2 Exceptional Condition Management
1.1.6.3 "Privileged" Process Services
1.1.56.4 Process Limit Monitoring
1.2 Resource Management
1.2.1 Processor
1.2.1.1 Scheduling, Conflict Resolution, Deadlock Prevention
1.2.1.2 Allocation
1.2.1.3 Protection
1.2.1.4 Errur Detaction and Recovery
1.2.2 Timing Services
1.2.2.1 Scheduling, Conflict Resolution, Deadlock Pruvention
1.2.2.2 Aliocation
1.2.2.3 Protection
1.2.2.4 Errcr Detection and Reccvery
1.2.3 Main Storage Management Giobal Resource Management
1.2.3.1 Partitioning
1.2.3.2 Se;mert Control
1.2.4 Secondary Storage Menegement (Global Resovrce Mnanasement)

1.2.4.1 Scheduling, Con’lict Resolution, Deedlock Prevention

2-10




R A T . oge VR LT R D a WOt ® TS e

1.2.4.2 Allocation
1.2.4.3 Protection

1.2.4.4 Error Detectlon and Recovery

1.2.4.56 Device Access
1.2.4.6 Physical Fila Systam
1.2.4.7 Process Backing Store
1.2.5 1/0 Davices
1.2.6.1 Scheduling, Conflict Resolution, Dead!ock Preverntion
1.2.6.2 Ailocetion
1.2.6.3 Protection

1.2.6.4 Error Detection and Recovery
. 1.3 Data Management !
: 1.3.1 File Definition
1.3.2 File Creation
1 1.3.3 File Manioulation
. 1.3.4 File Backup/Recovery
2.0 SERVICES TO USERS
2.1 System Ccmmand Languages
2.1.1 System Operator
2.1.2 Online User
2.1.3 Batch User
2.2 Data Operations
2.2.1 File System Manipulation
2.2.2 Data Gerneration and Modification
2.2.3 Outipu? Aids
2.3 Program Generation £nd Invocetisn i
2.3.1 Design Aids
2.3.2 Compilers and Internreters

2.3.3 linkers

il et

2.3.4 Library Neintenrnce

i 2.3.5 Dubugoing Yools
, i 2.4 System Manroemer: oot ‘
2.4.1 System Generetizn (= Torticcation
2.4.2 System inlliztinn
] ) : i
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2.4.3 System Backup and Recovery
2.4.4 Accounting and Auditing
2.4.4.1 Accounting Cost Control
2.4.4.2 Auditing/Survelllence
2.4.6 Performance Monitoring and Tuning

e
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In actuality the distributed operating
system must be developed within the
capabilities and constraints of the
hardware and software of the consti-
tuent processors in the distributed pro-
cessing network. The directives which
faii into the domain of the DOS rather
than the constituant operating system
(COS) in fact must be handied through
the COS and executed by tasks which
are scheduied by the COS. For con-
venience, the directives and software
used to deal with functions which fall
Intc the category of distributed pro-
cessing can be definad as being in the
DOS rather than the COS domain. The
convenience of this definition lies In
defining differences In performance
requirements batween DOS and COS
functions and clearly identifying the
overhead of distributed processing
operation.

2.3.3 An Approach to Data Processing
Fequirements Definit!on.

To this point, only the general function
and operation of the TAFIIS data pro-
cessing systam has been defined. Per-
formance requirements which can be
used to determine size and cost of the
data processing architecture Include
capacity, speed, and raliabliity. Deter-
mining performance requirements for
these three factors is a non-trivial task
because of the many operating environ-
ments and loading levels that the sys-
tem must oper&te under. Time is aiso a
consideration from the perspective that
components can be replaced and antici-
pated operational continguncies may
naver materialize.

A full requirements definition either from
the perspactive of functionality or per-
formance is neither possible nor desir-
able. One of the pitfalls of prior large
system developments has been the
assumption that requirements are
stabie and a system can by developed
to satisfy those requirements. As a
result, at the end of & ten-year
davelopment cycle, the system will not

be responsive to requirements which
have charged during the development
period. If the developer attempts to
follow the ups and cdowns of system
requirements on a day-to-day baslis for
a very large system, schedule delays
ensue because of the compliex inter-
faces which tle the components of the
system together.

A finai factor In the devalopment pro«
cess is that the system affects the
environment in which it operates. Elec-
tronic warfare tactics stimulate the
development of countermeasures and
those stimulate the deveiopment of
counter-countermeasures. The
existence of an effective data pro-
cessing system wili cause that system
to be a high vaiue target for the enemy
which will further increase the threat to
the infcrmation system survivability.
Requirements will continuaily change
becaus: the threat wili continually
change.

2.3.4 How Waell Should the TAFIS Per-
form its functions?

Tho more qualitative performance meas-
ures of tlexibility, adaptivity, oredicta~
bility, and operatbiiity may hold out a
better guideline for performanca
raquirement definition than capacity,
speed, and reliability. The performance
criteria of survivability is more of a
human element process than one of
measuring redundancy, data protaction,
end alternate data routing. Mobility,
degraded mode operation, and seif-
atérficiency which are major factois in
C elemert survivability are highly
dependent on the human element in the
operating concept. Backup operating
modes will work only if personnel are
trained to use them. Elements can be
mobllized only if the entire element and
its communication services and other
support cui be relocated also. Greater
mobility imnlies smaller self-sufliciant
elements. Frequent mobilization mearn:
that operations may be Intermittant
uniass backup eiements can
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immediately assume the responsibliity of
the moving unit. in all of these cun-
cepts thers is an impiicit erphsgis on
highly-skilled and cross-traiied opera-
tors who can not only opera\e indepen-
dently but can also assume the func-
tions of other elements. There does not
appear to be this trend In the current
TAF doctrine or training. The configura-
tion of the current Tactica’™aiir Control
Center (TACC) is large, highly central-
Ized, and relatively immot%e because of
complex communications and colocation
with other esiements. Because of the
vast nu.nbers of equipments and per-
sonnae!, the TACC is readiy identifiable
by the OPFOR and is a high value tar-
get.

Placement of the TACC in a rear area
wiil improve its survivability and at the
same time reduce its effectiveness
because of reduced direct communics-
tions to tactical units and forward C
elements. 9

Communications availability may be in
many cases the overriding factor In
determining the organization and dispo-
sition of major command and control ele-
ments. Communiceations capability and
the survivability of those communica-
tions w.ilt be c continuing design issue in
the data processing architecture
analysis. Communications technology
for computer networking Is expected to
change signiticgntly during the life
cycle of TAFIIS. - .ikewise, the threat to
those communications services will aiso
change.

2.5.5 Goals for tsw TAFIIS Data Fro-
cessing.

The general go «is for the data process-
ing system u! TAFIIS as stated from the
user’s viewpoint would include the foi-
lowing:

[*] Make information accessible to
users who need it

[2] improve the throughput of time-
sensitive information
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[3] Support the local data base
needs of usera

{4] idake available global data bases
which are needed for planning,
coordination, threat assessment,
targeting, intelligence production,
and friendly force status monitor-
ing

[6] Provide reliable disseminatior of

messages carrying requirements,

tasking, waniings, and status
information

[6] Provide extensive degraded
mode operating capabllity and
rapid recovery of system func-
tions after failure.

Almost ail of the above items re:lect
deficliancies in the current cperating
capability.
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3. STRAWMAN ARCHITECTURE

This section !s devoted to the descrip-
tion of a strawman data processing
architecture which addresses the
operating concept and goals of the
TAFIIS Master Pian. This architecture is
presented as a means of identifying
and discussing issues Involved in the
use of distributed data processing in
the tacticel! environment and the
epproach to the design of a distributed
operating system (DOS). The issues
and rationale for choosing the strawman
architecture are presentsd in Section
2.0.

8.1 Top Level Architecture

A physical viaw of the strawman data
processing architecture is shown in Fig-
ure 1. The components of the distri-
buted processing architecture are:

e The users -- both analyst and
system support classos

e The processing "<ell* composed
of one or more colocated proces-
sors and supporting one or more
users.

o Network comawnic -tons termed
the "mininet” for interconnecting
processors within a single cell.

o Network communications termed
the "maxinet® for interconnecting
ceils and external siements.

e The operating system --
Merarchically organized by con-
stituent  processor  functions
(COS), mininet functions (MIN:-
DOS), and maxinet functions

{MAXIDOS).
e The functional software com-
ponents -- functional threads

composed Of task groups in
specific cefis and tasks in
specific processors.

e Data -- structured according to
and handiing

ts context

constrzints within the maxinet,
mininet, and constituent proces-
$Ors.
The strawman architecture uses distri-
buted processing to achieve the foilow-
ing operational objectives:

® Geographic dispersal

— for field of view (Control and
Reporting Center, CRC; Con-
trol and Reporting Post, CRP;
Air Surveillance Radar Team,
ASRT)

-~ for colocation with tactical
units (Tactica!l Unit Operations
Center, TUOC; Airlift Control
Element, ALCE; Direct Air Sup-
port Center, DASC)

— for protection in rear areas
(Alr Force Component Head-
quarters, AFCH; Tactical Air
Control Center, TACC: Airtift
Control Centar, ALCC; Tactical
Air Base, TAB)

e Capecity flexiblity -- multiple
processors to extend the capa-
clty of individual TAFIIS elements
to handie a wide range of mission
support actlvities, number of
users, communications, and data
base requirements for varying
TAF deployments o changes
occurring after deployment

® Survivabiiity A physical dispersal
i3 necessary for protection
against singie strike loss.

e Activity and data security --
activities and intelligence data
involved in sensitive coiiectcn
operations st be protected by
phyuical isolation.

s Modular implementation -- system
components should retain a level
of standalone operabilily that
facilitates independent develop-
ment and evolution without creat-
ing interoperability problems.

e .,
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3.1.1 Physical Dimensions.

The number of ceiis in the distributed
processing network could reach into the
tens in a large scale deployment with
muitiple Army corps elements and multi-
ple AF wings. Elements such as the
TUOCs, DASCs, and CRPs would be
duplicated to cover the larger geo-
graphical area and additional tactical
unit Interfaces. Smaller contingencies
might involve a single command and
contrei element and one aircraft
detachment. Sizing within elements
must be based on load factors siuch as
geographic area of interest, number of
active missions, &nd ievel of threat from
opposing forces. Nelther function nor
luading Is uniform between any two TAF
elements.

3.1.1.1 Number of Users.

The total user popuiation of TAFIIS
could number in the hundreds. Not all
users would require continuous access
to terminals and users in a tactical
environment would operate in shifts.
User terminal loading projections must
take Into account peaks in actlvity
cycies for pianning, operations, and
reporting. At a major element like the
TACC there could be as many as a hun-
dred users with many unique functionai
aud terminal access requiremeants.

3.1.1.2 Communications.

Two types of communication networking
are required In TAFIIS: long-haul com-
munications with iinks up to hundreds of
kllometers long, and loca! links in lhe
100 meter to 1 kilometer range. The
ir-arconnection of elements through
long-hauf links will be referred to in the
strawman architecture description as
tha "maxinet". The organic communica-
tions of TAFIIS can provide multi-
channal wvoice and digital networkg
which span an araa In the order of 10
square kilometers In siza.

External elements that would be tied
into TAFHS by the maxinet include:

o Theater eiemants

¢ Worid Wide Millitary Command and
Control System (WWMCCS)

e National support elements.

These elements would tle into the max-
Inet via Defense Communication System
(DCS), AUTODIN, or Intelligence Data
Handling System Communications
(IDHSC) links. Thase links provide
worldwide communicatlon services In
addition to the organic communications
of TAFIiS.

Networking of data processing facllitles
that are colocated at a TAB or at the
AFCH can be achieved with high-speed
bus tochnology. Networking of proces-
sors at a locai level will he referred to
as the "minlnet". Special high-speed
links would also be available to tie in
forward radar survelllance teams and
airborne platforms. These links may be
considered as either a part of the
mininet or the maxinet depending on
whether the element is a subordinats
unit or a command element, respec-
ively.

The -~umber of nodes or mininets that
would occur in a TAF deployment would
depend on the gecgraphic constraints,
force level, mission, and threat levei. A
maximum expected number of nodes
wouid be In the tens to account for mul-
tiple DASC, CRP, and TAB elements.

It is assumed that a moderate degree
of success will be achieved with the
Adaptive Commuricetion Control System
(ACCS). The ACCS will provide a high
degree of adaptivity and robust Inter-
connectivit to the maxinet.

Even with the ACCS the maxinet will ba
susceptible to intermittent awvailabllity
and saturation problems. Electronic
warfare (EW), sabotage, anti-radiation
misslles ard mobllization will all contri-
bute to maxinet parformance problems.
Node outage from mobilization, attrition
or link outage will require frequent net-
work reconfiguration. Reconfiguration
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time after mobilization is more likely to
be a function of repair time for tran-
sport damage and skllis of communica-
tors rather than time to recover routing
tables and directories.

Long-haul communication links are filkely
to be sized more on the basis of equip-
ment avallability and past experience
rather than on a dynamic allocatlon
basls. Link capacity will be gradually
adapted to needs by additlon of chan-
nel capacity or new links. Maxinet links
may be Iimplemented with microwave,
troposcatter, satellite, airborne relay, or
line-of-sight radio nets. Access to
voice radio nets Is a matter of radio
avaliabllity, electromagnetic propagation
path, and Interference from terrain or
other radiatlon. However, voice nets
are easily overioaded and are susceptl-
ble to jamming. Long haul communica-
tion links implemented with microwave
or troposcatter systems willl have
multi-channel and multi-mode capabllity
but will have longer setup times when
redeployed.

3.1.2 Software Structure of Strawman
Architecture.

The software structure of the strawman
has been adapted for the maxinet and
mininet  physical  structure. The
software structure was selected In
recognition of the constraints of the
maxinet and mininet communications
gervices and an attempt has been made
to reduce the sensltivity of system
operabiiity to maxinet communicsation
avallability. As a resuit, the operating
system Is structured into three logical
levels with different performance
characteristics. As shown in Figure 2,
these three levels are:

(1]

constituent operating system
(COS) of individual processors

mininet distributed operating sys-
tem (MINIDOS)

maxinet distributed
system (MAXIDOS)

[2])
(3]

operating

3-4

Applications software is structured from
a top-down perspective in terms of
directory and resource allocation func~
tions performed by the operating sys-
tem. At the lowest level, the COS
recognizes software at the task level
and aliocates executlon time, program
residency, and input/output banrdwidth
from the resources of a singie proces-~
sor.

At the MINIDOS level, task groups which
perform specific functlons must be
recognizable because of relocation
requirements for backup modes.
Resources are allocated only for the
purpose of longer term ioad balancing
and preventlon of saturation of ccimmon
local resources such as the mininet bus
and the pipeline into the maxinet. The
MINIDOS must malntain directories of
primary and backup copies of all critical
data including: message traffic, data
bases, and software. The directory
services do not have to be at the same
levei of detail as at the COS. For
instance, the COS wiii recognize
software at the task levei whiie the
MINIDOS need only maintain directories
of complete task group locations. The
protocols used for storing and retrieving
data recognized by the MINIDOS must
encase the COS protocois in order to
guarantee data protection and recovery
from errors at the singie processor
levei. The MINIDOS wouid bear the bur-
den of recovering a functional process
which was aborted due to ioss of a pro-
cessor, user terminai, or input/output
device.

The MINIDOS is aiso the main factor in
controiling the aliocation of system
resources. By controliing the directory
of task groups which execute epplica~
tions pius controliing the bandv:idth of
communications and 1/0 channeis, the
MINIDOS has effective control over ali
local processing resources end one
node of the maxinet communications
network.
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At the MAXIDOS levei directorles of
users or functional task groups need
only be maintained at a logical level
since physical mapping can be per-
formed by the MINIDOS. For this rea-
son, the entirety of users, hardware
and softwara assoclated with the
mininet is designated as a single logical
"cell" to the MAXIDOS. Common
resources controlled by the MAXIDOS
are maxinet communication bandwidth
and global data.

The Interrelatlonships of the three lev-
els of operating system and functlonal
software Is lllustrated in Figure 3. The
most signiflcant feature of the Interac-
tions between the different levels of
operating system Is the communication
bandwidth avallable to perform inter-
task communication. The overhead of
the operating system increases from
the COS to the MINIDOS and from the
MINIDOS to the MAXIDOS level because
of the Increased complexity of proto-
cols, directory services, and contentlon.

In order to minimize the overhead costs
of the operating system, the strawman
operating concept is based on keepling
as much processing as possible at the
lowar levels of the operating system
hlerarchy.

3.1.3 Data Siructure for the Straw-
man.

Global data are defined to be any types
of Information that are of Interest to
more than one cell and are not specilfi-
cally directed from one physical task
group to another.

This broad definition includes message
traffic, data bases, directories, files,
status information, performance data,
and systam configuration data as candi-
dates for incluslon in global data.

Since this broad definition of global
data leads to a very large and complex
directory of global data and access
controls, the strawman software archl-
tecture attempts to simplify the

3-6

management of global daia by defining
arbitrary logical subnetworks of users
assoclated with specific global data
types. The maxinet becomes a ccmpo-
sitlon of many types «f logical subnet-
works overlaid on a single physicai
structure.

The control of data access within the
MAXINET has the added cimension of
multl-level securlty since some cells
may operate at higher security classifi-
cation levels.

External elements and intelligence ele-
ments within deployed TAF will have the
capabillty of handling SI/SAO compart-
mented Information through the maxinet.
Access to this data must be rigidly con-
trolled and all dissemination must have
accountability.

Specific types of loglcal subnetworks
which may occur within the muxinet
structure are:

[1] Weather
[2] Personnel
[3] Logistics
[4] Operatlons Plan/Frag order
[5] Enemy situation
[6] Frlendly sltuation
[7] Surveillance and ldentification
[8] Wwarnings and alerts
[8] Radiation management
[10] Scramble orders
[11] Order of battle
[12] Mission status
[13] Tactical Air Support Rec:asts
[14] SI/SAO messages
[15] In-flight report net
[16] Intelligence Collection Plan
{17] Fire Support Coorcination
[18] Software trouble rezorts

[19] Management information
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Each subnetwork has its characteristics
In terms ot participants and how those
participants interact in terms of data
updates, data value addition, data
usage, data exchange, and operational
backup. The use of global data within
these subnetworks by particilpants has
wide varlation In terms of timellness,
area of Interest, and level of detail. For
this reason, It is assumed that the con-
trol over use of global data is done by
sach Individual user. A predetermined
policy must exist between users In the
subnetwork as to what data can be
updated by which users and which
users can access which data.

3.1.4 Security Impact on Architecture.

From the perspective of the data pro-
cessing architecture, a celi wili elther
have SI/SAO access or it wiil not. This
decision was made because of the
aencryption problems for handling of
SI/SA0 data in the same physical
environment which supports users
without access to this cilassification
level. The maxinet will therefore res-
trict the dissamination of S1/SAO data
to only those celis which exciusivaly
have user popuiations with appropriate
clearances.

WIthin both types of celis there is stili a
need to distinguish classification leveis
of data for handling and retransmission.

In those cases where an SI/SAD cell
were colocated with a coilateral ievel
cell, thu two cells could share the same
communication node of the maxinet.

3.2 The Mininet

The mininet ioglical functions are aimed
at satisfying the following objectives in
the strawman architacture:

[1] Providing easily extensible sys-
tem capacity by making it possi-
bie to ciuster muitiple processors
Into a cooperative operating con-
figuration. This capacity fiexibil-
Ity must make It possibie to
extend the number of user

terminals and addition of func-
tional capabiilty.

[2] Providing device transparency to
common resources such as
storage devices, communicatlons,
and input/output devices.

[38] Providing reallocetion of
resources for degraded mode
oparation. Avallabie resources
reallocated may be in standby
configuration or in use for lower
priority functions.

[4] Providing a multi-tasking opera-
tion to support a broad set of
user support processing.

[6] Providing a software structure
which facliitates Incorporation of
new processing capabillities,
some of which may involve the
use of microprocessors or other
hardware eiements to perform
front end, back end, or speciai
computation.

[6] Providing uniformity In intertask
communications to facilitate evo-
lutlon of modules In processing
strings and with the abiilty to
support oid and new versions of
tasks during cutover periods.

The mininat concept emphasizes the
abllity to provide fiexibie capacity for
many levels of employment and numbers
of users. This concept is dependent on
wideband bus technology such as
addressed in the Flexible Intraconnect
program. if the mininet incurs a failure
at the pipeline into the maxinet it will
be isclated slectrically but can continue
to operate on the basis of voice com-
munications and localiy aveilable data.
if the mininet incurs a failure in the bus
connecting the various processors, the
entire date processing facilities of the
mininet may beccie inoperable. it is
assumed that each element within the
TAFIIS operating domain will have some
form of totaily manual backup.
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3.3 The Maxinet

The maxinet concept attempts to
address the Issue of critical Information
fiow in the tactical environment given
the probiems of communication avaliabli-
ity, iimited capacity, and potentially long
throughput times. The system goals of
mobility and survivabillty can be
addressed through analysls of the oper-
abllity features of the maxinet.

3.4 Cell Architecture

in the strawman architecture the unit
recognized by the MAXIDOS is the
“ceil®. The cell physically corresponds
to all processing components which are
Interconnected by a single local bus
system. In general the cell would also
be essoclated with a major communica-
tion node of the maxinet. Multipie cells
can exist at a singie communication
node If the ceiis use physically
separate hus systems but share a com-
mon communication center for maxinet
communicatlons.

Were it not for the problem of physicai
Isolation between S1/SAO and collaterai
actlvities, ihe distinctlon between max-
Inet node and ceil wouid not be neces-
sary. This type of configuration Is likely
to occur at the AFCH where aii-source
fuslon cente:s will be colocated with
planning and operations elements and
aiso at the TAB where IMINT or SIGINT
production faciiitles are likely to be
based.

indlviduai cells wlll have particular prob-
lems In Intarfaces, Interoperabllity, user
Interface, and capacity. Factors which
wiil cause uniqueness in the configura-
tion ot cells include:

[1] DASC operabliity with Army ele-
ments

[2] CRC/CRP operabliity with the Air-
bcrne Warning and Control Sys-
tem (AWACS), Navai Tactlcal
Data System (NTDS), and other
surveillance and |dentification
elements (Including allied
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elements)

[8] TACC capacity for a large and
diverse user population

[4] Intelligence element secure
interfaces and rapld communica-
tion

[6] Logistic element integrated data
base requirements.

Common functional characteristics of
cells Include:

l'1] Access to Intelligence products
[2] Access to operations plan

[3] Access to frlendly situation data
[4] Messags handiing

[6] Local data base support

Cell architecture must deal with the
problems of hardware compcanent muiti-
piicity and diversity, loading varlation,
special external Interfaces, Interele~
mant operablility, user Interface specifi-
c'ty, and reliabllity. Across specilfic cell
confligurations must be a measure of
control on software modules governed
by configuration management systems
and user interfaces governed by top-
level Interoparabllity requirements.

From the perspective of the data pro-
cessing system, celils are heterogene-
ous processing elements of TAFIIS
because the configurations will be
disimilar in hardware components, func-
tion, and data. & major dllemma in for-
mulating the ceil architecture is to
maintain the responsiveness of data
processing to the individual TAF eiement
whiie achieving overall goals of intero~
perabiilty and maintainabllity. intero-
perabillty is closely related to the the
data structures and protocols defined
for the maxinet.

The architecture of the maxinet and the
mininet presume that programs and data
will have a generic form for transmission
through or mobility within the maxinet.
Within the mininet, It is assumed that

i
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the programs or data structures can be
adapted for local Lerformance needs.

Maintainability is assumed to be a com-
bination of:

e familiarity of users with the sys-
tem

o avallability of axpsrtise to solve
operating problems

e avallability of backup operating
modes (also familiar to the
users).

3.6 Design Issues

The strawman architecture does not try
to present a complete solution to every
issue. In fact this Is not possible con-
sldering that the requirements are not
firm nor have the cost-performance tra-
deoffs been astablished. The following
design issues have been addressed in
this study and are briefly explored in
the following paragraphs:

[1] How to design a user interface
which meets the speclfic needs
of a duty position and also maets
interoperabllity criteria

[2] How to determine the crliticality
of data in order to provide suffi-
clent data protection and respon-
sive data access

[3] How to provide for the gradual
avolution of TAFIIS requirements
and capabliities

[4] How to operate the data pro-
cessing system such that it can
be done reliably with field per-
sonnel

:6] How to provide the control of
information fiow such that it is
adaptive to the changing tactical
ne twork

[8] How to bulld an informatlon struc-
ture for TAFIIS Information that
can be used from the many dif-
ferent perspectives of TAFIIS
users and persevare through an

extended system life cycle

[7] How to configura a survivable
systeam that depends heavily on
an integrated data base and Is
subject to intermittent communl-
catlons between elements and
element outage

[8] How to provide reliable data pro-
cessing operatlon In an environ-
ment with frequent hardware
fallures, hostlle enemy action,
unreliable communication, and lim-
Ited numbers of highly skilled
data processing personnel.

Interoperability is not stated as &
separate design issue because it can-
not be independently addressed.

The following paragraphs address the
open Issues and possible tradeoffs that
must be considered.

3.5.1 How to design a user interface.

The user Interface is an issue in both
the data processing architecture formu-
lation and In the design of the operating
system. Tha design of the user inter-
face will impact resource allocation,
survivabllity, operating costs, and sys-
tem performance. It has been fre-
quently recognized that tha human fac-
tors guidelines for developing the man-
machine intericce have been outpaced
by user terminal technology, processing
capaclty, and computational linguistics
technology.

Too frequently, the performance of an
otherwise exceliant data processing
system iz degraded by flaws in the user
Interface. Typical problems inciude:

[1] “he system does not recognize
different user typeas.

[2] The system does not recognize
ditferent user skiil levels.

[3] Multiple concurrent user activi-
tias cannot be handled Ly the
system even though the user
multiplexes his time.
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[4] The system does not handle mui-
tiple vocabularies for commands
and arguments.

[8] The system does not provide
adequate performance (capacity,
response time. avallability, data
protection).

[6] Commands cannot be optimized
on the basis of fraquency of use.

[7] Commands cannot be tailored for
context in which they are used.

A concept which OSI| has been develp-
ing over the last two yaears in connec-
tion with complex user interface
designs for intelligence applications is
based on a structure illustrated in Fig-
ure 4. This concept is based on a dual
form for user commands tc the system
and messages frcm the system to the
user. The two forms are the internal
substrate against which standard syn-
tax rules are applied and the external
form which may have different manifes-
tations determined by the user.

As shown in Figure 4, the external ver-
sion of a user command may be a func-
tion key, menu selection, form fill-in,
light-pen or cursor selection, or key-
boarded alphanume:iz string. All of
these forms wouid map to a singular and
explicit internal command substrate.
The substrate command form would
carry all necessary information for
function invocation, audit trail, access
authorization, and user identification.

Similarly, the system responses to the
user would have a singular intarnal form
and a variable external form. The vari-
able external form could aliow adjust-
ment for wvariations in highlighting or
alert mechanisms between different
devices, preferences of individuat users
in display formut, and ranking ot output
by signiticance to the user.

This concept has additional develop-
ment cost in terms of the translator and
tailoring maochanisms. Add:tional pro-
cessing capacity is required to support
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the intermediate conversion from inter-
nal to external form. Storage capacity
and file services are required to main-
tain the conversion tables and display
formats used In the mapping process.

The advantages of this concept are
numerous:

[1] The functional software com-
ponent designer is isolated from
the day to dey varience and
preferences of individual users
during the development stages.

[2] Software maintenance is easier
on functional moduies because
dependency on the external form
is removed from the functional
woerking of the software.

[3] It is easler to achieve terminal
device transparency because
applications modules are not
directly interfaced to the terminal
device.

[4] Functional testing can be per-
formed with simple TTY type ter-
minal daevices using the key-
boardable form of the command
substrate.

6] The command repertoire is open-
ended because the intarnal com-
mand form is totally explicit and
unambiguous.

The oparating system is intimately
involved in this user irnterface architec-
ture because it is raesponsible focr the
internal routing of commands and
rasponses to ccmmands. This is of par-
ticular importance if remote users a:»
involved or if access to a remote data
base is required. Within this architec-
ture there are questions regarding the
scheduler and whather this function
should be an operating swstem, system
software, or application function.
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3.5.2 How to determine tha criticality
of data.

The requirements for data protection
and transmission speed are reiated to
the criticaiity of a data item. In order
for data criticality to be usefui in ailo-
cation of resources or ii: prioritization of
data transmissions there must be a
consistent, system-wide definition of
data criticality.

in a distributed data base environment
with many users, the definition of data
criticality is more difficult and must be
intarpreted in terms of each specific
user. The general factors affecting
data criticaiity definition trom the per-
spective of one specific user are:

[1] ability to operate without the
data

{2] time to recover the data from a
secondary source

[3] reliability of the secondary data
source

Operabiiity without a new data item Is
complicated it the user has a previous
copy of the data base tn which the
data item refers. Criticality wiii vary
depending on how different the new
data is reievant to whet the user
already has in the existing local data
base. For Instance, an intelligence
report which updates tha position of an
enemy unit is not as criticai as the first
raport which identitfied its existence.
Also, this report is more significant to
the user who is responsibie for covering
the area in which the unit is reported
than to another user on the net who
does not have responsibility.

Another complication is that not ali
users of information have the same
response tima requirements in the use
of data. For example, an operations
planner has much more flexibility in his
use of situation data than does the tor-
geting coordinator.

e im e -

in using data criticality to allocate data
protection resources and communication
bandwidth, it is apparent that the defin-
ition must be from the receiving end.
The sending element may be abie to
assign an intrinsic data criticaiity meas-
ure to the information content for its
initial transmission but not for its totai
distribution. For this r2ason, data criti-
cality would not be particuiarly usefui in
control of Information dissemination
through the maxinet. Each individual
user might have tov see the information
before criticaiity can be determined.
Fuil dis:zemination of every piece of
data to every eiement would be intui-
tively inefficient considering the limited
long-haul communication resources of
TAFIIS. A pragmatic approach has been
selected which is more aiong the lines
of human information handling rather
than classical data base management.
A singuiar solution to data base queries
does not always exist as is presumed
to be the case in most data base
management schemes. in the stark
reaiity of the tactical environment, the
user must deal with incompiete informa-
tion, loss of communications, and muiti-
pie data values for the answar he is
seeking. The natural human instinct is
to supply missing information with
hypothesis, evaluate data vaiues on the
basis of past performance ot the
source, and periodically try to reestab-
lish communications with reliable infor-
mation sources.

The important question being addressed
by this approach is whether protocols
and information dissemination algorithms
can be Impiemented which can udapt
the transfor of information between
data processing eiemeints in much tha
same manner as a human would adapt.
This question is discussaed in more detait
along with the general discussion of
decentraiized control techngues in
Section 4.3.
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3.5.3 How to provide for the evolution
of TAFIIS.

The principal questions that arise in
meeting the TAFIIS Master Plan goal of
an evolving modular system configura-
tion Include:

1] How to use the current inventory
of equipment

[2] Evolution of functional moduies on
different schedules

[3] Communication service evuiution

[4] Operating systsm service evolu-
tion

[6] User population changes (func-
tion, skiil, number)

[6] Hardware evolution
[7] Requirements change

The TAFIIS data processing concept
presented thus far places a heavy
emphasis on the operating system and
information structures as the common
denominators to maintain the system
intagrity through the evolutionary pro-
cess. TVThe data processing inventory
will have two major and counteracting
forces which will determine its composi-
tion. The force for change is the con-
stant improvement in hardware and
software technology which if introduced
Into the tactical environment could lead
to graater operational capability. New
techr.alogy must be introduced tc
counter an ever changing eremy threat.
Counteracting these forces for change
is the inertla creatad by investment in
existing equipment inventories and
training of personnel to operate those
equipments.

Inter-service standardizaticn of eguip-
mant would sdd to inventory stability
except that it has never been achieved
to any great degree except in voice
communications modes. Attempts to
standardize information structure has
wvidenced thu following:

3-14

o Y G T

{1] Communications protocols and
message formats have been
standardized for common user
communications sarvices such as
AUTODIN, INDICOM, GCrSCOMM,
‘ANWMCCS, and IDHSC netwerks.

[2] Only external formats hzve bean
standardized (neither data base
internal formats nor message
content formats have taan suc-
cessfully standardized).

[3] Contont of data basss such as
order of battle, targating, or
Installation data bases has not
been standardized.

[4] Rigid formatting rules such as
seen in the JINTACCS message
formatting stancard saem coomed
to fallure hecause of the diffi-
culty in use.

Various information forms are cross-
interpretable between users and com-
puter systems given that the context is
explicit and liinguistic rules can be
applied -- most often with the aid ot a
human. The primary issue appears to
be one whether to standardize format
and context of informatior or utillze a
self-defining informatior structure. This
quastion is addressed in detail in
Appendix A. The primary tradeo!ifs are
the efficiency of processing gained
with standardized data ‘roctures
versus the operabllity benalits of
catering to the skill levels, lencuage,
and requirements of specific users.
The refsrenced study conc':dec that
selt-defining data structu-es would
have longer term benefits in system
operacility and evolution but at the cost
of larger data structures end sriditianal
processing steps. With tha #cdven? of
microprocessor technology *tch can
supply the needed computation powver
for more complex processing, the *ach-
nology trend would seem 'o frusr the
selt-dafining data structura. A =='sted
cost factor is communicaticn ~os*s for
transmitting the larger date <*-~* a5,
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2.6.4 How to make the system work In a
fieid environment.

The ease of operation which is crucial
to tha usability of a data processing
systam in a field environment must be
avaluated from the perspective of the
system user. Like all services, the Air
Force is faced with limited numbers of
skilled personnel and rastricted training
resourcas for upgrading the skill levels
of users. Data processing systems are
historically complex to operate ana
requ.re a cadre of highly skiiled person-
nel to maintain the operation. By includ-
ing those individuals who are responsi-
bia for configuring and maintaining
deployabls date proceasing svstems in
the user population the problem of com-
plste system operatility cannot be
overluoked. A simplified operaiing con-
cept CGuid be interpreted to mean that
the system used in the ficid wili be
operated the same as the system that
is usad for training, exercises and for
contingancy plan preparation. Opcrabil-
ity impacts the reliability of the system
and the adaptivity of the system to
new situations.

The principle question in operability and
in the goal of simplifying the operating
procedures is to what extent the sys-
tem can be integrated into pradeploy-
ment usage such that operability is not
a problem and poerformance of the com-
bined data processing and hunian ele-
ments ot the compiete information sys-
tem s adegquate.

3.6.5 How to provide adaptive informa~
tren flow cuntrol.

One of the operating cunstraints of the
wastical envieonment that is the most
dithicult to predict or suautate ¢ that of
commnunication  bandwidth.  RPxxlwutn
describes the —S,mum data rate that
can be sormevad in a single channeai, the
‘ulal transmission capacily as a func-
tion of hme. Bandwidth descriptors can
be used in predicting minimum response
uvmes for interactions which invelve

interprocessor communications and In
deterimining total data transmission
capacity for a multi-user communication
service. Predictability of communica-
tions service in the tactical environment
is extremely complex because of fac-
tors which affect bandwidth availability
and queuing delays due to contention
for shazred resources. These factors
include:

[1] ioading cycles from planning and
operations schedules

[2] equipment failure rates

[3] error rates

[4] media instabllity

[6] elactronic wartare disruptions
[6] radiation control

[7] node attrition

i8] node outage during mobilization

If toading is not ad{uysted to the avall-
able bendwidth, then response time
degradation will ensue, even for high
precedence traffic. The adaptivity
features necessary for the data pro-
cessing configuration to survive in this
type of communication service anviron-
ment include:

{1] robust routing of data betwesn
elar.ents to bypass individual link
failures

[2) acaptive information tlow rates to
avoid saturation of dejraded
communication facilities

[3] bulk data transter to recove:
fong-term netwerk cutages

[{4] device interface t-ansparency
tor rotiust information genarglion
tuding  voice

-k emmamebloes  fi-
il Ty J

and physical madia)

3.5.6 How lo structure informatien for
TAFUS.

Many issues surround the selection of
an information structuting appruach for
the mastages and deta *osan that cle
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to be handled within TAF!iS. All of the
following types of information struc-
tures will be handled by the operating
system.

[1] record messages

[2] data bases

[3] user-to-user messages

[4] user interface language
[56] software

[6] system configuration tables
[7] performance data

[8] system messages

In the context of data handled by the
distributed operating system, ail types
of data can be regarded as a massage,
l.e. a standalone unit of information.

3.5.7 How to configure a survivable
information system.

A survivable information system concept
must consider all sources of information
Including hardcopy, human memory, and
computer readable data btases. The
threats to the survivability of the infor-
mation system include:

[1] loss of local hardcopy

[2] loss of ccmmunicaticns with indi-
viduals who have information in
their head

[3] failure of data processing which
supports data base maintenance
and usage.

These types of losses may be due to
enemy action, eiectronic warfare
against  communications, equipment
{ailure, or suspension of operation dur-
ing mobilization. Data processing capa-
billty has an important impact on the
survivabllity of all three types of infor-
mation. Data processing can support
the creation and maintenance of hard-
ccpy information sources that can be
used in the field without any conmuni-
cation or computer resource support.
Order of Battle (OB) data, przplanned
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target lists, maps, weaponeering data,
country ethnographic data, terrain
analysis, operating doctrine, and other
types of technical data are irequently
used in hardcopy form because they
are fairly static over short time periods.
Intelligance analysts who heve access
to ccmputer system support almost
aiways have a hardcopy backup file of
key reference matariai.

The human memory is depended on for
all short term operational needs and
decision making. Organization of opera-
tions or inteiiigence staff involved in
rapid decision making roles (such as
targeting) is normally done to take
advantage of the memory rescurces of
individuals in the group. Computers
support the use of group Information
resources by providing electronic mail
and digital conferencing capability, and
by providing group displays.

Automated data bases have become tha
backbone information resource for stra-
tegic command and control and intelli-
gence operations by providing means
for handling enormous volumes of
detailed data. The strategic level data
processing services aid in the integra-
tion of requirements and production of
specific data for the area of interast of
specific users and indexes or sum-
maries which simplify the use of the
voluminous data base. These systems
have availabllity probiems even in the
rather benign environment of strategic
computer facilities.

In the tactical environment the use of
coemputer resources to support
automated data base functions is ham-
pered by the reliability problems of
communications, storage, and output
devices required to support the func-
tioning of the system. Very !imited suc-
cess has been achieved to date
because of high cost, limited perfor-
mance, long set up times &nd limited
mobility. Minlaturization of comnuter
components and high density stsrage
devices are gradually reducirg *these
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limitations.

Cost Is stiil an extremely Important fac-
tor because of the complexity of milll-
tarizing data processing equipment and
integrating it inte the operational
environment.

Issues which must be addressed in
achieving a survivable information sys-
tam supported by data processing
include:

[1] How to apportion the data pro-
cassing budget between support
to the human element In informa-
tion handling, the preparation of
backup hardcopy Information, and
providing redundancy in
automated data base capabillty.

[2] How to balance diversity in
operation against complexity in
training for degraded mode
operation.

[3] How to achleve self-sufficient
operation of elements when Iso-
lated by communication fallures
without giving up the advantages
of centrallzed piarning and
rescurce allocatlon.

These Issues are complex because
they are all long range Issues and
involve future cost tradeoffs and threat
analysls. The TAFIIS system develop~
ment approach must remain extremely
fiexible in the respect to achieving sur-
vivability and no options should be
exciuded. Emphasls must be placed on
the human element in terms of being
able to wusa Dbackup Information
resources to achieve the desired sur-
vivability leval. This Issue Is directly
related to the overall issue of adap~
tivity to the specific tactical situation.

3.5.8 How to provide rel able data pro-
cessing operation.

Data processing reliability has been
astablished as an issue separate from
that of providing Information system
survivability. Reliakility encompasses a

variety of specific issues in regard. to
the data processing architectura:

[1] data protection from hardware
failure

[2] data protection from contamina-
tion

[3] data protection from unauthorized
access

[4] avallabllity of functional capabil-
ity

[6] avaiiability of external interfaces

[6] availability of critical data

[7] operability In degraded mode

[8] recovery tine from failures

User distrust of data processing in the
military environment is most frequently
traced to rellability problems. Simply
because a computer system has fallure
logs which show a .98 avallabllity figure
does not mean that the system has
adequate availability from the perspec-
tive of the user. From the uzers per-
spective, the system could be inade-
quate because of poor response time
under peak loading, contention for
shared devices, software errors which
necessltate processing repstition, iack
of datia base currency, difficulty In
exeacuting functions, or other problems
affecting operability.

Many of these problems aré never ade-
quately corrected because they are not
regarded as system failures or therae
may be no way of altering the system
configuration to alleviate the problem.
In most cases, the problem lies In the
system development process and the
disregard for the use of performance
monitoring and feedback in the operat-
ing system control of resources.

A second issue in system reliabillty is
the basic reliability of the components.
In hardware design, the reliability of
components can be made only so good
before the quality contro! process
becomes p.ohibitively expensive. This
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is even moreso true in software com-
ponents where testing and debugging
time is the most dominant factor in
software reliability. However, time Is
the most expensive resource in the
system develcpment process and the
TAFIIS system implementation plan calils
for reduction in the time to deploy a
new system configuration.

In hardware, the solution has been the
development of fault tolerant systems
which use various mechanisms to main-
tain operability under single or multiple
device failures. At the system level,
where processes involve hardware,
software, and human elements the
design of fault tolerant processes can
be much more difficult.

Evidences of fault tolerant software
devices include:

[1] redundant data storage
[2] checkpolnting

[3] reasonableness tests
[4] exception case handling

One of the most critical areas of fault
tolerant processing is In the cutover
from an old configuration to a new con-
figuration which will be a freguent
occurrence In the modular evolution of
the system or in system extension in
field conditions. This will impact heavily
on operating system requirements.

3.6 Toward an Open-ended System
Ceonfiguration

Because of these open issues In the
design of a suitable data processing
system for TAFIIS there should be a
much stronger emphasis on the
development approcach. The classical
approach In which requirements are
defined at the beginning of the projaect
followed by a iengthy Implementation
period is not responsive to the changing
world situation nor is exploitive of
hardwvare and software state of the art.

An alternative is to view the develop-
ment process as an on-going production
process which constantly provides
deployable data processing configura-
tions for using elements. This perspec-
tive is more consistent with the open
issues mentioned above.

The concept of continual reguirements
definition and system development Is
viable only if there is continuity in the
view of the user and consistency in the
physical and logical interconnect of
components. In terms of the design
approach proposed in this document the
emphasis falls in the area of software
development and system integration
and validatio. The issues presented
above also point out the need for new
types of technoiogy in the system
development process which are dis-
cussed in Section 5.0.




4. RATIONALE FOR THE STRAWMAN
ARCHITECTURE

This section presents arguments sup-
porting the design choices made in the
definition of the gtrawman architecture
for the tactical C~ distributed operating
system.

The diverse arguments and considera-
tions are presented in separate sub-
sections corresponding to different
specific aspects of the scheduling,
control and protection functions per-
formed by an operating system. Sub-
csection 4.1, however, deals with the
appropriateness of the oversall architec-
tural concept as a solution to the tacti-
cal command and control problem.

The common format followed In each one
of the subsections has been chosen to
emphasize the feasibility and adequacy
of the proposed choices and their pre-
ferability over alternative solutions.
Open architectural issues are discussed
and the nature of the Information
required for their resolution Is ldentl-
fied, whenever applicable. The final
part of each subsection briefly reviews
the technoiogical methods and tools
required to fully develop and implement
the Strawman architecture, indicating
requirements for technological advance
and its associated risks.

The concluding section addresses the
problem of the development approach
for the strawman architecture and its
associated technology requirements
and risks. The combination of the archi-
tecture risks plus the development
approach risks are the basis for the
technolugical risk evaluation presented
in Section 5.

4.1 Overall Architecture

4.1.1 Rationale for the Selected Confi-
guration.

The primary arguments supporting the
choice of an architecture are based on:

e a number of “celis" ur "ciusters" of
relatively tightly coupled processors
interconnected

e by a low bandwidth ccmmunications
network.

tions availability are the grimery con-
siderations for this clustered cdesign
approach. The nature of tecticel infor-
mation handling problems indicates that
availability of a geograzhizaly cdistri-
buted data processing and exchiange
capability could substantielly enhance
the abliity to properiy mztnzge the
resources of the tactical air 7c-ce.

The geographical distributich of any
automated sys&em implemernted 1o sup-
port tactical C~ functions is iizcessary
as the nature of the missions and tasks
to be performed preclude the cciccation
of all information users and producers in
the vicinity of a centralized dzta pro-

cessing and storage capability.

The interconnection of the geographi-
cally dispersed computing sites s
required in order to provide esccess to
data, that due to the particuler charac-
teristics of the information coilection
and flow processes in a tectical
anvironment, is not avallable &t 2!l loca-
tions. Further, the need to &ss're sui-
vivability of critlcal informzation ele-
ments poses additional requirements for
the interconnection of processing sites
intc a distributed computing fecility.

The above arguments are very ceneral
in nature and, while clearly sunnorting
the need for an interconnec'ed cistrl-
buted capability, do not s»ecifically
provide & rational founda‘ion for the
chosen architecture. In c-der to pro-
vide that rationale, speci‘zclly calling
for tight coupling &t the locel level and
lovse cooperation at the ¢'~>=! 'avel, it
is necessary to examine th2 ns*re of
tactical information pres~ssing  In
further detail.




Tactical information can be generally
characterized as being composed of of
two primary elements:

® An "air situation modei" describing
the state of affairs in the real world
by means of data values and relations
of Interest to the tactical commander

o Messages, conveying information,
that require processing (both by
humans and computing aquipment) in
order to determine possible modifica-
tions to the air situation modael.

Users of this Information, however,
exhibit wide differences as to the gen-
eral scope and level of detall of the
specific data elements to which they
require access. Analysis of the TAFIIS
Master Plan documentation [Reference
1] reveals, however, that certain
groups of users can be identified as
sharing a number of common charac-
teristics such as:

® their common interest In Information
relevant to the performance of
specific tasks in a certain geographi-
cai area (e.g. close air support)

@ their physical geographicai proximity
@ thelr common data processing needs

e thelr common need to access or pro-
duce Information at a uniform level of
detail (e.g.: aggregated Information
pertaining to a more or less broad
area of tactical resource manage-
ments versus specific control of Indi-
vidual assets)

o their need to ba awsare about the
existance and capabilities of other
producers and consumers in thelr
group

e their common perception of different
groups of users (l.e., different tacti-
cal organizations) as a common func-
tional unit concerred with the
management of related resources and
thus required to maintain adequate
information on their status.
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The choice for a tightly coupled archi-
tecture in support of each- of these
user groups Is therafore a Iiogical
consequence of their common needs
and requirements for the sharing of pro-
cessing and information resources.
Their physical proximity aliows the use
of existing or proposed technology (l.e.,
bus technology, the flexible intracon-
nect) in order to provide the Ilarge
bandwidth required by the efficient
centralized aliocation of computational
resources In a muitiprocessor tigitly
coupled environment. Stringent control,
characterized by avallability of up-to-
date, consistent (across cell processing
elements) system tables Is required to
ailow graceful resource reconfiguration
in response to changing environmentai
conditions (particularly to variations in
mission scope resuiting In changes to
worklcad or functional priorities).

On the other hand, information process-
ing needs between groups of users are
limited essentially to exchange of data
elements as required by existing policy
and changing mission needs. Therefore,
at the global level primary needs are In
the area of giobal data base manage-
ment characterized by:

e data retrieval of information elements
between celis

e update of ciher cell elements, partic-
ularly for backup purposes

o data base segment recovery.

in order to perform these giobal data
management functions, the system must
rely on the usage of electromagnetic
channels which must be shared with
other tactical functions and which are
susceptible tc interference ot faliure.
Under this environmental circuinstances,
continuous availabliity of adequate
communications can not be assured and
the resulting uncertainty, at each cell,
about the true status of the overali
computing resources necessarily indi-
cates a design where aach cell has a
large dagree of functional autonomy. In




other words, intercell functional depen-
dence will require assumptions about
their ability to carry effective communi-
cation which, on the basls of a realistic
analysis of the state of the art and
expected advances in digital network
technology, cannot be guaranteed.
Therefore, the global set of cells forms
a "cooperative federation" of process-
ing elements [Reference 3].

it is important to remark however, that
the amount of collaborative behavior
and dependency between celis is larger

than that usually associated with
experimental networks such as the
ARPANET. For example, cells are

required (as further detailed below) to
provide services to other celis at all
levels of priority rather than being pri-
mary processors of local information
with secondary requirements for global
request suppcrt. The requirement for
autonomy stems from the need to
assure their viability and usefulness at
a level commensurate with availability
of processing resources, rather than
from the desire to resolve global con-
flicts by assignment of functional prior-
ity to local needs.

4.1.2 Evaluation of Alternative Solu-
tions.

As stated In the previous discussien,
global solutions that emphasize contin-
ued communication availahility and
extensive intercell coordination cannot
be guaranteed to operate under the
environmental constraints of the tacti-
cal environment.

In addition to these basic communica-
ticn oriented considerations, other argu-
menc¢s also indicate that at the global
level a loose federation is desirable
over more centralized forms of control.

First, there are basic differences
between cells both in terms of func-
tional processing needs as well as
scope that indicate that tight intercon-
nections cf cissimiler cells will not lead
in an straichtforwerd mernner to
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advantages such as operaticnal perfor-
mance gains due to processing task
distribution and sharing over the targer
processing system. ..y such acvan-
tages wil! be offset by disadvantzges
related to the management and control
of a more complex resource enc perfor-
mance losses related to inebility to
exploit functional specificity. Second,
any system which implements an infor-
mation flow/processing struciure which
is substantially different from that of
the basic command and ccrircl strue-
ture which it supports i scund to
induce user reluctance to czzert from
the use of proven procedures o go into
methods that disagree witih his tong
establishad perception of crgenizetional
relations.

At the loca! level, alternative sciutions
that tend to decentralize rescurce
management by increasing the &auion-
omy of each processing element seem,
at this stage, to be less dasirable due
to Increased difficuities in the coordina-
tion of processes such as system
reconfiguration and recovery. It is con-
celvable, however, that a further level
of control hierarchy (at the locel level)
may be required to exploit lower leve!
functional commonalities, either at the
tactical function level (e.g., a prccess-
Ing element devoted to operations plan-
ning) or at the ADP functional level
(e.g., a data base computer). Security
considerations discussed be'cvs seem to
support this requirement. A! this stage,
further discussion of locel {mininet)
design must be postponed until snacific
processing requirements for eech cell
are known.

4.1.3 Open Architecture Iss1'es.

By far the most extensive nreed for
additional detail lies on the ifz~*ing-
tion of specific characteristics “or ezch
cell architecture. At this sirce 'mita-
tions on the scope of this v:ok os well
as lack of detailed requiremant rurile-
tility precilude further devcica~znt.
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At a giobal level, the ability of a
processing/storage entity to become a
“cell" and be recognized by other celis
must be further defined. The related
problem of cell coalition (i.e., merging of
several ceils) deserves simiiar atten-
tion. Since at the global levei, the
extent of services that each cell
receives from others is dependent not
only on resource availability but on gio-
bai policy defining missions, privileges
and priorities, it is clear that any
specific deveiopment addressing the
Issue of cell Identity and behavior must
be firmly rooted in broad organizationai
principles. Further studies on informa-
tion flow dynamics in a changing tacti-
cal environment, stressing in particular
the extent of the Iinformation requlred,
(l.e., not only its type but also the
instances required) are needed In order
to provide specific answers to these
questions.

4.1.4 Technological Needs.

Specific deveiopments in operating sys-
tem technoiogy required to assure sucé
cessful deployment of a tactical C
system are addressed in dstaii below In
the context of specific issue
problem/discussion, at the overail and
generai architectural level this
subsection’s discussion comments wiil
be confined to the identification of
technological needs to produce the
information required to specify a candl-
date architecture to higher levels of
detail.

Three major technological areas require
further advances In order to enhance
the understanding of the compiex
requirements of a tactical system and
to assist in the design of architectures
to meeat those requirements:

e Automated data base requirement
analysis and design tools: Particularly
those that emphasize both types and
extent of information as percelved by
the user. in tha terminology of the
ANSI/SPARC [Reference 4] modei.

o Distributed

Emphasis is required in the develop-
ment of languages for thé specifica-
tion of data semantics emphasizing
reiations between production, pro-
cess and use of Information at the
"axternal" levei of specification.
Tools are required also to analyze
those requirements so as to assist In
the determination of desirabie archi-
tectural choices [References 5,68].

e Autometed system analysis and design
tools: Enhanced tools are required to
specify and analyze the performance
of concurrent and simultaneous
processes and the effect of thsir
concurrent actions on information
[References 7,8].

system
simulation/emulatios tools: Enhance-
ments are required for toois allowing
fast and flexibie specification and
simuiation/emulation of distributad
architectures. Standard scenarios
must be deveioped to be used in con-
Junction with specific architectural
evaiuations.

Due to the extent and complexity of
tacticai data hardling and the need to
understand the details of such transac-
tions In order to further specify archi-
tectural characteristics, deveiopment of
automated advanced data base and
information processing requirement
specification tools must be considered
to have higher priority over the
deveiopment of architecture evaluation
methodology.

4.2 Interprocessor Communication

in the S?;awman architecture presented
in this report, the design has been per-
formec. primarily at a logical !evel of
abstraction dealing with each cell as a
single antity capable of communicating
with other celis via a communications
network (maxinet). It has been

assumed that the underlying physical
network will rely primarily on elec-
tromagnetic links, which must be shared
with other tactical systems and which




is subject to failure, damage, interfer-
ence or destruction and thus cannot be
assured to be continuously available.

Average bandwidth availability of the
maxinet has been assumed to be in
order of 10-50 Kb/sec. No specific
assumptions have been made or design
choices performed related to the nature
of the interconnection pattern. Any
specification of actual communication
system characteristics ai the physical
level must necessarily folow studies to
precise the detailed nature of each cell
and its information requirements.

At the logical level, however, the
Strawman architecture specifies that
each cell will contain interfaces (either
concentrated in a communications front
end processor, or distributed throughout
the cell processing elements which
present an homogeneous interface to
the maxinet. As further precised below
in the discussions of resource sharing
and data base management, each cell
interface keeps a map o the status oi
other network resources as measured
by its ability to communicate with other
cells.

The choice for a common interface (i.e,,
a common data/messége exchange
language) between cells is based on
the expected complexit> of the actual
time-varying configuration of each cell.
At any moment in time, the actual confi-
gurati... of each ceii reflects its func-
tional requirements as well as the need
to process dynamically <hanging
amounts of information. In orosr for
other cells to be free from the resource
consuming task (related primarily to the
need to exchange large amounts of cell
status information), it is desirable that
communication between cells be per-
formed using a common language
specifically designed towerds support
of distribhuted data menagemeat func-
tions such &s:

e drta seoment retrievals
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® data base element

creation/modification/upcete

e data base element availabiity verifi-
cation

In order to further free celis frcm the
need to ascertain the =nzture of
languages supported by prccessing ele-
ments in other cells, their piiysicel data
representations and other lzu-level
configurational details, the intercell
communication language is Ltzsed on
high-level, "external" (in the
ANSI/SPARC terminology) views cf tac-
tical information using a nomencleture
previously defined and whick is csmmion
across all cells. In this way, the actual
conversion between cell languzges and
data representations as we!l as the
actual determination of the wmost
appropriate intercell procecdure to be
used in response to an intercell infor-
mation exchange is determined by each
cell. Therefore, cells do not n=ed to
consider the internal operation of other
cells (beyond their perception of data
availability expressed at a hkigh lavel of
data description) in order to process
intercell requests.

1t is important to rework that information
detailing a cell's ability to support data
exchange requests (e.g. aveilability of
certain data base segments) is con-
csidered here to constitute part of the
data that interprets the d=2ta besse.
Therefore such information can be
requested and transmitted using the
postulated data exchange lencuece and
protocols without the need :o further
complicate the intercell comm™'nicetion.

The concept of interfacing ce''s through
an "intelligent gateway" (i.e., *ha “VAXIl-
DOS tunctions residing at esch cell) is
also supported by the nee” o ?'a\'?dg
interoperability between tha 72C C

system and other related ‘rfc-—-tion
systems (e.g., WWMCCS). Zv ~-znting
the MAXIDOS interfaca phi'~=scihy rnd
by implementation of s ~~—=on
tactical-data oriented l:nz-=ce, exch




of these systeme becomes in effect
another cell capable of joining the max-~
Inet Iin order to provide/receive ser-
vices from cther tactical procassing
cells.

The nature of interprocessor communi-
cation between the processing eie-
ments that compose a cell ars stili
undefined at this stage, as the actual
details are highly dependent on the
internal physical and functional organi-
zation of .each ceil. It seems ciear,
however, that a major portion of inter~
celi DOS (the MINIDOS) resources wiil
nave to be diracted towards reformat-
ting and translation tasks required by
the need to interface heterogeneous
processing, man/machine Iinterface and
storage elements. Again, the actual
approach to be followed Is highly
dependent on the eventual structure of
each ceil and our organizational require-
ments to provide impiementations that
incorporate existing computationai
resources.

4.2.1 Evaluation of Alternative Solu-
tions.

Approaches to the interface of multipie
processors which rely on the use of
speclalized communication/transiation
network node(s) must contend with the
requirement to assure continuous high
bandwidth communication to these net-
work interface computers. The nature
of the tactical environment clearly indi-
cates that that requirement wiil not be
generally met. Further, any such
approach will increase intercell depen-
denca ( in this r;:ase between cells and
the network Interface computers) while
placing high levei requirements on the
network Interface comouter survivabil-

Ry.

Any scheme which relaxes the require-
ment for a data oriented, high-level
homogeneous interface between calls
Increases Intercell dependence and
unnecessarily complicates the solution
of technological problems associated

with Interoperability, being therefore
less desirable than the proposed archi-
tectural approach.

Conversely, Interprocessor communica-
tion languages that rely on data
descriptions at lower levels of abstrac-
tion (e.g., logical or physicai leveis)
require additional cell knowledge about
the internal organization of other celis
being less desirable aiso from the point
of view of human understandabiiity of
Interceil messages.

An additional advantage of the use of
high levei, user-orlented interfaces
between "celis" Is the capabiiity of
direct interface of humans Into the
maxinet (through simpie non-processing
communication terminais possibly having
encode/decode capabilities) to whom
interceli messages may be selectively
disseminated.

At the MINIDOS level, approaches that
emphasize ianguage and data descrip-
tion commonaiity seem less desirable,
howaver, as imposition of homogeneous
protocols reduces the abiiity to expioit
functional sps=cificity on celi design.
Further, the practical requireament to
utilize availabie computational
resources may be incompatibie (due to
the wide variety of approaches being
utilized at present) w'th any design
based on standardized, TAC-wlde, inter-
communication protocols.

4.2.2 Open architectural issues.

The nature of intercell communication,
at the MAXIDOS level, has been speci-
fied in the design at a high levei of
abstraction. While specific priorities
have not been proposed, the nature and
scope of the exchanges between MAX-
IDOS at different ceils has heen speci-
fied.

In order to perform the physical actions
resulting in the transmission of requests
and data between cells, the cells must
rely on the capabilities of a physical
communication network that imolements




the logical intercell network (l.e. the
maxinet). An analysis of available and
evolving technology for the physical
intarface of geographically dispersed
computing sltes indicates that actual
Interchange will be likely established by
means of circults established using digl-
tal electromagnetic links and automated
switching nodes. The interface
between cells (actually between their
MAXIDOS functions) and the underlying
physical network must be specifled
when more detalled designs ere
evoived.

Due to the nature of the decentralized
approach proposed, which stresses
dynamic resource allncation at the glo-
bal level on the basis of observed
environmental characteristics, it |Is
important that future developments
explore the details of the Informatlon
exchange between cells and the pro-
cessors (fiont ends, switching units,
etc.) constituting the physical network.
For example, the ability of the physical
natwork to inform cells about dynamic
changes in communication cagacity will
greatly increase the effectivaness of
the resource ailocation decisions per-
formed by each cell, which, utherwise,
wlill be hampered by lack cf required
information to ascertain the probability
of success of allocation decisions (e.g.,
such as the probability of success of
efficient file recovery using a remote
processor).

Relationships between resource alloce-
tion at the cell level (i.e., the decision
to request actions from another cell)
and at the physical network level (i.e.,
the decision to transmit a certain prior-
ity message segment or packet) must
be studied. Physical network implemen-
tations must be able to apportion
resources so as to reflect both the
priority naeds established by cells {(on
their basis of their perception of
environmental realities, function critica'-
ity and known policy) and their own
perception of rescurce availability
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(which may differ from those percelved
by individual units). The exact nature
of mininet Interprocessor prciocols and
implementatlions has not been exgiored
as the extent of required cepedlitles Is
clearly dependent on the rziure and
scope of the supported funciicas within
each cell. Further studles thzt attempt
to preclise this exchange must deal
separately wlth each particuler possible
type of cell.

«1.2.3 Technologicai needs.

The overall dasign philoscishy &t the
global level has been based cn the idea
of implementing a processing environ-
ment where full availability cf computa-
tional and communlcation rescurces Is
not required to assure production of
useful results. Unlike classicel pro-
cessing environments where successful
completion of a computing function is
dependent both on availability of valld
Inputs as well as that of a function-
dependent, a priorl defined amount of
resources, the maxlnet/ NAXIDOS
design stresses use of algorithms that
adapt their behavior in response to per-
ceived (or estimated) changas in input
valldity and resource availability (l.e.,
adaptive resilient algorithms).

The epproach on which the MAXIDOS
design is based therefore siresses
continuous observation and estimation
of environmental processing paremeaters
(typically translated into measures use-
ful to aid MAXIDOS resource eallocation
process, such as “coherenrce meas-
ures" complemented by use of sigo-
rithms that are able to produze results
of increasing usefulness in cirect rela-
tion to availability of resources.

Although the proposed naivre of the
collaboration and decision meking
processes to be performed by ceils
closely resembles that used by »umen
decision makers in varicvs eids of
endeavor (among which co~~rnd #nd
control is a particular relc:r~t exem-
pie), the approach has not een yet

!
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automated In the form of a distributed
operating system as the concept radi-
cally departs from established exact
computation, inflexible behavior (l.e.
successful process completion versus
error), more adaptlve processing that
characterizes present day operating
system functlons. For this reason, a
number of technologlcal developments
are required in order to produce the
necessary language and algorithms that
constitute: the MAXIDOS.

Further, as the MAXIDOS is essentlally a
high levei system functlon interfacing
with lower level systems (such as cell
processing elements or maxinet
resources) it is necessary to defire the
nature of the Interaction between the
MAXIDOS and other systems In order to
assure that such subsystems provide
adequate assistance to MAXIDOS
decisions-making functions (le.
resource allocation) In the proper estl-
mation of processing status and
resource avallability, as well as in the
performance of processing activitles In
accordance with MAXIDOS declsions. In
the specific area of Interprocessor
communication the following develop-
ments are required:

o Development of data-base:]l user
languages for information
retrieval/update on the basis of
Information value (criticality):

Present data base access languages
do not place adequate emphasls on
the differentlation of data and Infor-
mation. This state of affairs results
in systems that are not responsive to
user information needs [References
0,10]. In order to fully provide MAX|-
DOS dacision functions with the infor-
mational elements required t> perform
efficient allocation of resources it s
necessary that users be provided
with languages that clearly define the
nature of the neaeded /Informetion
{rather than data elements) and its
velue. The questicn of the amount of
flexibility to be provided in the user
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speclfication of other processing
alternatives {e.g., it is very important
that | know .....but if not possiblie |
will settle for ... , etc.) versus
automatic determinatlon and evalua-
tlon of such alternatives by the sys-
tem must also be studled.

Criticas data handling
protocols/algorithms:

One ©t the main concepts in the pro-
posed maxinet design Is that of the
use of algorithms having the property
of adapting its behavior to resource
avallability producing, for example,
partlal results which are still valuable
to the computational purposes sought
by algorlthm execution, even where
all conditions for aigorithm comptetion
cannot be met. At the Intercell com-
munication level, algorithms that per-
form interceil communication using
resource availability as a dynamic
varlable must be developed. These
algorithms must behave so as to
assure that both: (1) critical transfer
functions are performed first or are
allocated essentlal resources, and
(2) Intercell transactions result In
transfer of valuable information
between cells even if only partially
completed.

For example, a file transfer procedure
dasigned with these princip!es in mind
should stress stepwise transfer of
data eiemaents and relations in the file
in a sequence that refilects the rela-
tise Importance of data elemants to
the purposes sought by the transmis-
slon.

MAXIDOS/maxinet Interfaces:

Clearly the efficieancy of MAXIDOS
functions as dacision makers is highly
dependent on the quality of the infor-
mation ebout resource avallabiity
available tc them. Equally important
in assuring that performance of MAX!-
DOS decision making ‘unctiun leads to
adequate resource utilization is tha
devglopment of processing




—

techniques which perform their func-
tions in accordance with assumptlons
about their behavior made by those
allocating procedures. The relatlon
between MAXIDOS functions and
those maxinet processes directly
interfacing with them must be further
definnd and studied.

In particular, emphasis should be
placed in the definition of:

[1] ODynamic bandwidth ailocation
algorithms:  Providing  both
information to the MAXIDOS
about available communication
capacity as well as allowing
MAXIDOS request of additional
communication resources.

{2] Saturation prevention algo-
rithms: Detecting potentiai
exhaustion of resources and
providing information to MAXI-
DOS functions about the likeli-
hood of such an event.

(8] Maxinat Physical Transfer Pro-
tocols: Studying the nature of
the physical transfer pro-
cedures required to implement
rasource allocation decisions of
each cell's MAXIDOS while
resolving intercell confiicts on
the basis of an "a priori*
detined global policy.

f4] Network error handling pro-
cedures: Defining the relative
responsibilities of maxinet and
MAXIDOS functions in the
detection and recovery of
transmission errors. The rela-
tive importance of utilizing
automated maxingt retries
versus invocation o! further
MAXIDOS functions must be
evaluated for a variety of
cases,

Technological requirements fcr interpro-
cessor communication for the
MINIDOS/mininet are 10! so cleariv
defined as those for the NMAX!IDOS. The

.

causa for this can be traced, as before,
to the multiplicity of possible intracell
configslrations supporting diverse tacti-
cal C" functicns. Two aresas, however,
can be explored at this paolnt o orcer to
further specify and determine the total
approach feasibility:

® Hetercgeneous procassor interfecing:
In Section 4.1 the rationele for the
assumption of nonhomogeneous pro-
cessing element usage in a typical
cell was presented. Interizce pro-
cedures and commuricaticn protccols
facilitating the flexibie Interconnec-
tion of heterogeneous devices must
be developed. Those procedures
must provide for:

[1] reformatting/translation of bit
strings elements  between
heterogeneous processors

[2] reformatting/transiation of OS
level requests between
heterogeneous processors, or,
aiternatively, translations of
such requests tu a common
interprocessor language

® MAXIDOS/MINIDOS Interface: Closely
related to the problem of interface of
heterogenaous processors is that of
defining the nature of interfaces
between MAXIDOS AND NINIDOS
functions. For a typical cell, relevant
questions to be determined include:

[1] the resident locus (or loci) of
MAXIDQS functions within the
cell

[2] required
reformatting/transiation opera-
tions betwesan languaces or
reprosentations usaed in call
componants and MAXIDOS
requests/data.

4.3 Rescurce Management

tecture.

The proposed concept for resource
managamant at the globa! (i.e. maxine?)

..‘
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level can be briefly characterized as
relying on probabilistic resource
management under conditions of imper-
fect, incomplete and inconsistent state
observations by a number of loosely
coupied decision elaments (l.e. the
MAXIDOS functions located in each
celi).

The choice of probabillistic rescurce
management as the theoretica! basis
for the development of rasource alloca-
tion algorithms at the global ievel has
its basis in considerations related both
to the state of the art as well as to
operating environment conditions.

The nature of the environment where
the tactical C~ system is to operate
precludes the development of control
algorithms relying in the development of
consensus among two or more cells
before an actual resource allocation is
performed. Since availability of and
communication with other cells cannot
be assured due to the unrellable
characteristics of the commiinication
and processing resources, the slioca-
tion procedures containad witnin each
cell must reach an independent assess-
ment of the stete of the system in
order to develop a rational basls to
arrive at control decisions. It is impor-
tant to remark that, even in the urrell-
able environment under consideration,
cells are not precluded from requesting
Information from other cells in the max-
inet thus obtaining a, hopetully, more
accurate estimate of the system state.
Herwever, participaticn of other cells as
correspondents in any such exchange
agreement, is not postulated hare as
being necessary to assure continuous
operation of the system.

Indeed, in the proposed approach, sach
cell has a number of choices regarding
possible aliocation decisions to ba
taken at any insilant in time [ucluding
that of obtaining additional information
{either about system state or data
base elements) from other cells. Such
decision is taken, along the lines of

classical decision analysls, after con-
sideration of the probability of success,
expected value and risk assoclated
with each avallable choice (including
that of obtaining additional information
or signaling possible intentlons to other
celis). Even when a cell's action was
to result in an unfavorabie outcome
{e.g., requested infcrmation fails to be
received), the ceii ix stlii able to con-
tinue operation after revising its previ-
ous estimates of the probabi'ity of suc-
cess for that action.

While the resulting controi scheme is
highly decentraiized, as there are muttl-
pie independent decision makers, it is
aiso important to mention that there
exists onily one set of goals for system
operation commonly observed by ail
ceils, (lL.e. the globai policy deflning a
“common good"). Further, each caell
controls only a partiai set of the total
amount of resources avallable to the
global system. The ecsential ditference
with manv centralized and decentralized
control schemes, however, is the fact
that the nature o* the environment
Im.oses a dynamica! nonclassical infor-
mation scheme to the syatem, in the
sensae that different decisicn makers
have different information about the
state of the system.

An evaluation ot existing knowiedje
shows that development of tre requirad
algorithms can be reasonably axpected
to evulve from foundations provided by
decentralized control theory 'Refer-
ences 11,12), decision theory [Refer-
ences 13,14,16] and market signaling
theory [References 16,17]

The same technological evaluation
shows that in order to controi algo-
rithms, ths nction of efficiont contrcl
wiil have to be necessarily revised due
to the basic analytica! ditficulties found
even for examnple dacentralizad controd
aystems [Referencas 17,18) when effi-
clency s expressed by means of
optimality messures as commonly done
with ciassical <ontrol theory.
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Subsection 4.3.4. below will further
expand this pnint.

At the mininet or intracell ievel, the
resource management approach is
highly dependent on the nature of the
mission performed by ihe cell and has
been left, therefore, unspecified. On
the basis of potential degp!syment of
suitable high bandwldth communication
resources (l.e. the fiexible intracon-
nect), it can be hypothesized, however,
that intracell resource management
algorithms will be based on control prin-
clples requiring high coordination
between the allocation procedures
resident at multiple processing ele-
ments.

Therefore, it is expected that intracell
processing will faature centralized cor-
trol procedures with a resultant abiity
to assure data consistency and high
level adaptive nerformance of computa-
tional tasks. Singularitias and excep-
tions to this centralized control rule can
also be expected in certain cslls due to
the need to physically segregate a
component of the cell re sources without
the services of a higl ovandwidth intra-
cell channel (e.g. remote radars in an
Integrated surveillance nexwork con-
trolled by a CRC/CRP). In these cases,
the sagregated portion should not be
considered to constitute a separato
cell as its interface requirements are
confined to exchanges with the original
cell without need fur full exchange
capabilities with all other cells
fedarated into the maxinat.

4.3.2 Evalvation of alternative solu-
ticns.

Sclutions that require assumotions of
avalilability of reliable, fast communica-
tion resources batween cells as well as
cell survivability are not consistent with
the nature of jhe environment in which
the tactice! CV sys=tem is sxpected to
onerate and therefore have not been
considered hern,

it is of Interest, however. to consider
the eventual possibility of instances
where cells become colocated thus
aliowing fast, reliable arermetion
exchange between them. I this cease,
a local centralized controt!ing schame
encompassing both cells cen likely ba
postulated as a desirable eiternctive to
enhance, at ieast to a limited extent,
the computational proparties of the
system. Several reasons, hovsavaer,
indicate that this Is not a dasirable
capability:

¢ The nature of cell colocaticn wi!l most
I-ely pe temporarily limited. There-
fore, im;.iementation of cenirzlized
algoritims wherever colocetion is
possible, will entail frequent content
switches between radically different
resource managament philcsophias.

e Even when colocated, tha reqguire-
ments for all exchange will still be
limited to dala base erchanges that
will likely be ree sonably controlied by
the proposed decentialized proba-
billstic managament algorithms.

e When colocated, the higher reliability
between cell axchange will increase
the probabiiities of success of infor-
mation exchange wiil reducae the
associated costs, thus favoring the
choice of allocation alternatives (by
all colocated cells) that promote celi
survivability and data quality.

Resource management technicues pro-
posed for the mininet have only besen
tentatively identified to a very high
description levei. Not many riternatives
can therefore be precised to the
extent of aliowing rationa! comnerisons
between architectural charactaristics,

The question of possible ce!l H»rtition
into portions intercoanected *~roch low
bandwidth lines without new ce't forma-
tion was discussed atl the end c! the
pravious subsection.

The basis for the rejection o' *»a can-
cept cf interfacing the nr-iticned
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segments (as new cells) through the
maxinet was the lack of specific
raquirements for the segregated portion
(e.g. new CRP or FACP) to communicate
with cells other than that from which
the new segment was separated.

4.3.3 Open architectural issues.

The proposed probabilistic resource
management scheme (global or maxinet
level) relies on use of independent
decision makers that produce their
resource allocation choices on the basis
of information that is not consistent
across decision making elements.

The principles of development of these
procedures, their mode of operation and
their general characteristics and pro-
perties remain matters requiring further
study. This point is further discussed in
the next subsection when precising
relevant technological requirements.

Clearly the proposed management
schemes have been precised only at
the conceptiona! level dealing basically
with the overali management philosophy
to be used by the system. As further
levels of dascription are considered,
the nature of the supporting functions
required to implement both centralized
and decentralized control procedures
must be specified.

4.3.4 Technological requirements.

Major technological development needs
exist in the area of decentralized con-
trol of distributed systems under
environmental conditions such as those
present in tactical environments. Of
particular importance are those
developments that either provide the
foundations for the development or pur-
sue the development of algorithms that
allow collaborative resource manage-
ment using inconsistent or partially
incorrect  information. Specifically,
technological deve'opments are
required in two broad areas:

e Probabilistic management of precess-
ing resources.
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On the basis of existing tiecretical
and applied developmenis in the
areas of team managemsit, Gecision
analysis, game theory anc assccicted
fields, the basis for develzzment of
probabilistic computatione: restuice
management algorithms —ust be
developed. In particular, tie ohigw-
ing specific issues cust  be
addressed:

[1] Which state variakise muet he
estimated or measursc it <rie
to allow efficient decisicn mak-
ing on the basis of tncse
estimated values?

-

[2] How can the ugokereace” (in
the sense of relevent nicrma-
tion  consistency Letween
cells) be estimated by each
cell? What are the properties
of alternative coherenc
ures that allow their ¢
tive evaluation as ¢ U
fulness in making eilicient
decisions?

[8] Can the adequacy end/or etti-
ciency of decisions end thet of
the underlying strategies be
characterized in terms ¢l para-
digms that are both rzclistic as
well as more amenegkie tc use-
ful analysis than thcse [pro-
vided by optimal con’re! enctor
optimality considerg*'z1s? Thls
is a particularly imno-tznt iesue
whenever system r-2CUaCY is
measured by the c=7-2e to
which a given strefely C2T=
pares to that whic™ s o dmal
under a given optin~ "/ sefini-
tion. [Reference 1S e TTT
plexity of the op'—-"I/ ¢7m=
putation for large sy eie™s »ih
multiple opereting e~ -~ Tt
appears to prach'’e° ate~=icgl
approach.
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others? ‘In particitar, when it
is more convenient to expend
further resources about system
state or to signal potential
courses of action to other
decision makers rather than to
proceed to allocate resources
on the basis of estimated
states?

[58] Since clearly the scale of the
proposed system will likely for-
bid analysis of extensive pro-
perties of strategies (e.g.
optimality, etc.), it can be
expected that studies will
necessarily be confined to
families of allocation pro-
cedures, that on the basis of
heuristic considerations, can
be expected to provide ade-
quate resource control. As
part of the required technologi-
cal devslopments it is neces-~
sary to develop rational basis
for the comparison and evalua-
tion of as well as experimental
basis for the comparison and
evaluation of alternative
heuristic approaches.

o Development of resilient algorithms.

Existing operating systems rely on
procedures which can be success-
fully activated and completed only
when certain prior assumptions on
input data validity and resource avai-
lability are satisfied. Whenever the
processing required by these pro-
cedures has been completed, only
two possible types of result can be
obtained:

[1] tte execution has terminated
successfully and appropriate
correct outputs have been
obtained.

[2] an error condition has been
detected and the cuszlity of the
output {as we'l as that of other
system varieblas) cannot be
guaranteed.

Use of this type of procedure at the
global level in the tactical environ-
ment is most likely to resuit in a high
number of completion withi erroneous
results as avallability of the reqguired
resources cannot, in general, be
guaranteed. Further, in the m&jority
of cases, the use of rescurces until
execution termination does not result
in the attainment of pezrticl goals
which, while falling short of the

‘intended goal at execution inception,

are still useful to users.

Operating systems such as the MAXI-
DOS, operating under conditions of
low resource avallability and reliabii-
ity, must rely on the use of a new
type of procedures designed to
operate in a stepwise fashion using
resources in a carefully graded
manner and achieving a set of recog-
nizable partially successful goals at
different stages of their execution.
Partial file transfers provide an
example of useful partial goals of
data handiing procedures at the MAX-
IDOS level. |f the stepwise design of
any such partiai transfer sequence
included consideratlons based on the
relative value of each segment
transfer to the relevant maxinet par-
ties, then the sequential information
exchange can be designed so as to
assure that any Instantiation of the
procedure will iead to the bast possi-
ble results commensurate with the
resources available during that par-
ticular activation.

Technological requirements are
needed to develop algorithms having
the property of resilient execution
and adaptation to dynamic chenges in
resource availability. Functional
areas of interest include el ectivities
performed by the MAXIDOS including
retrieval, update (with pnerticular
emphasis on &lgorithms th~t -ssure
“partial" consistency of ren'cated
copies), backup trencfer end
recovery of data base porticns,
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4.4 Security

4.4.1 Rationale for the selected archi~
tecture.

Analysis of  existing information
exchange practices and patterns in the
tactical environment shows that there
exists & substantia’ requirement for
generation, storage, processing and
transfer of information elements of
diverse levels of security classification.
Further, tactical information must be
assessed by users at multiple levels of
clearance in compliance with a well
defined security policy.

At the global level, the MAXIDOS is
aessentially concerred with direct
transfer of information between caelis.
The proposed design approach to
secure transfer of classified information
relies on several basic concepts:

a. the use of a well defined, dynami-
cally reactivated authentication
procedure performed by each cell
to identify other cells as such, and
to eliminate the possibility of cell
impersonation by an unfriendly
agent.

b. the transfer of information to other
cells using a cryp’ graphic
apprcach dependent solely or the
nature of the security classification
of information and on the potential
existence of a relevant need-to-
know by a user of the information-
receiving cell.

c. use of cryptographic schemes that
vary dynamically with time so as to
assure classified information pro-
tection even on the event of enemy
capture of a complete cell
resource.

d. the assignment of policy-compliant
information dissemination responsi-
bilities within each cell to intraceil
control procedures (i.e., the MINI-
DOS)

The rationale for (a) is cleer end

nation by an unfriendly age:.t &s e as
to prevent disclosure of infcrmatica to
passive elements able to ilicten & the
network transactions betiwsen cells.
Dynamical reactivation suthzntizar
procedures between cells !
(a) above, is an unfortunate :
required to minimize secure n7c

loss in the event of enemy tciizcver.

it must be remarked, howewvz:, T2l the
dynamic  configuration
algorithms postulated for the mzxXiset
rely on continuous measureme ts &nd
rechecking by each cell of tia ¢ichal
system variables that define gyciem

tional basis to perform rescu-ce llcca-
tion decisions. This continucus sikepti-
cism is required by the wvclciile rzicre
of the parameters that chorcitsrize
avaiiabllity of system resources et the
global level. The detailed discussish of
the rational basis for this apgroech con-
stitutes the major portion of Secticn 4.5
below and therefore no additiznel ergu-
ments will be provided here.

Design choices (b) and (d) ehove ere
based on the fsct that, irresczclively
of the amount of data protecticn to be
required of the MAXIDOS, stiil the 77'I1-
DOS in each cell must perform ¢! hzsic
access control functions at ‘72 i-ccal
level (i.e. rights of local vecrs 'rorcus
classification of information). Tnc2 tha
MINIDOS has determined the ‘=-c'v of
a transaction, it would be =~ "~7r=t %o
require rechecking by the (123708
(either that resident at thet rz’1 ~r “=at
of a remote cell required, fcr evr—~'e,
to provide classified (-‘-—- -n),
Further, global access ce~*n! £1 ‘ha
MAXIDOS level requires e~ch ~z'! ‘o

keep an accurate map of the '~~~ of
all relevant global users, v "~ ~~-f~-m-
ing individual authentice*'zn ~~ =~ r~-h
one of them. Both perfo-—rr~on ~c «r2¥
as feasibility considersgi’ ~~s -0 7hig

to be an undesirable appro--"1.
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Finally, the use of dynamically changing
cryptographic schemes Is intended to
decrease both the value of a potential
enemy cryptographical solution as well
as the amount of information disclosed
through the maxinet in the event of an
enemy cell takeover.

At the intracell level, security require-
ments are dependent on the specific
cell being consldered arnd have not
been specified in detail. At a general
level, however, It can be expected that
the intracell security problem will be
much more difficult to treat than the
global securlty problem due to the need
to consider further resource sharing
modes {such as the use of system pro-
grams by untrusted processes) and to
the potential lack of physical isolatlon
capabilities (such as those existing
between cells) to effect logical Isola-
tion between users and protected
resources.

4.4.2 Evaluation of Alternative Solu-
tions.

Solutions that require performance of
authentication and wvalidation of usecr
requests at the MAXIDOS ievel require
MAXIDOS resource management both for
local as well as remote cells. Besides
adding complexity to the MAXIDOS
design and operation, it is doubtful that
the communication resources of the
.naxinet could adequately provide suffi-
cient support to assure efficient per~
formance of the required access control
functions. MINIDOS functions, on the
other hand, are already concerned with
a wide variety of resource protection
requirements at the local ievei and are,
theraefore, a more logice! cholice for the
authentication and verification of
remote information recuests, which usu-
ally can be iested for ieceiity on the
basis o! the nature of the recuest.
1. Notwithstanding, the present
app'aac‘w does not fa-hid recuests

may recuire exr-'"'..".':‘n of tha

The proposed approach informaticn pro-
tection is therefore, more desiratle and
consistent with the basic hisrarchical
management philoscphy of th& oSverall
design, that frees global functicns, to
the largest possible extent, e having
to consider the internal grocassing
characteristics of individug! ceils.

4.4.3 Open architectural issuss.

The actuel nature of the sutiisrticzation
and encoding functions to te uced at
the maxinet level must be gicscised in
detail. In particular, the netire of the
schemes used to vary cocding schemes
and keys with time should te esta-
blished.

Authentlcation mechanisms must be
designed so as to minimize tie possibil-
ity of cell impersonation, perticularly
those that employ an enemy cveriaken
cell.

All aspects of intracell security archi-
tecture have not been specitied in this
initial study, due to their basic depen-
dence on the eventual nature and
characteristic of each cell.

4.4 4 Technological requirements.

Technological requirements in the area
of security are closely related to issues
found when attempting to precise the
proposed architecture to a more
detalled lavel. The specific technologl-
cal needs detaiied below, heve there-
fore, a close correspondence ith the
open architectural issues cetriled in
the previous subsection:

e Dynamic data encryption/sec're com~
munlication protocols. RAlcerithms for
the dynamic production end m2difica-
tion of cryptographic keys rust be
developed. These alcorith—s must be
responsive to schecduled ¢ vell as

————— e —— ——— "o o —-—— ——— — " Yo o " 02 s 2

actual data before ¢''~v“~~ iscal
user access to it. This eve>-tuality
should be avoided, ho2voer, es jt
promotes maxiret v -<fer of
unnecessary informeion,
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nonscheduled system events. The
capabllities provided by public key
systems [Reference 19] to alleviate
the problems assoclated with global
key distribution (usually requiring a
substantial deal of interceil coordina-
tion) must be examined.

e Dynamic authentication algorithms.

Network cells must assure the
authenticity of other interfacing par-
ties in the maxinet. Developed algo-
rithms must assure not only the iden-
tity of each ceil, but also likely In
combination with  physical/human
security procedures) they must help
to detect the possibility of enemy cell
takeover and operation of a
federated celil. The possibility of
perrorming authentlcation In combina-
tion with other security related
activities, such as key dissemination
should also be studied.

o Multilevel muitiuser distributed secu-

rity. Methods, techniques and pro-
cedures to develop and certify
secure operating systems must be
developed. Since most of the cell
architecturas have not been defined,
the studies should concentrate on
defining design principles and archi-
tectural characteristics that promote
secure operation and which could be
usaed systematically as guldellnes to
develop speacific cell configurations.

4.5 Configuration Management

4.5.1 Rationale for the Selected Archi-
tecture.

The need to managa a time-varying
amount of tactical processing resources
has already received Air Force recognl-
tion In the form of the development of
the concept of a "rolling force pack-
age”. This concept Is speclfically
almed at assuring dynamic modification
of the tactical systom configuration in
response both to changes of the
speclfic missions performed by the tac-
tical force and to changes In the tacti-
cal environment.

At the Information processing level, the
changing nature of processing require-
mants and environment is translated
into the need to denloy a system capa-
ble of contlnuous and efflcient reconfi-
guration of its processing, storage and
communication resources.

In the proposed architecture, reconfi-
guration needs exist both at the cell
and global levels. At the cell levels,
local configurations may require modifl-
caticn in order to be responsive to
dynamic variatlons In the processing
and storage workioad. At the global
level, celis may join or leave the max-
Inet as the tactical organizations they
support become operatlonal, inoperative
or perform physical movements in the
tactical field. Further, cells may
become connected or disconnected
from other celis during processing and
thaerefore the maxinet configuration
percelved by one cell may be radically
different from that perceived by others.

The bhlerarchical management break-
down between MAXIDOS control of glo-
bal tactical data resources and MINI-
DOS allocation of processing and data
resources at the local level recognizes
the essentlal differences In reconfl-
guration needs and resource capablii-
tles at the intercell versus Intracell
environments.

The MAXIDOS must be concerned with
global management of unreliable
resources through unreliable, noisy, low
capaclity channels. The MAXIDOS must
choose from an extensive set of poten-
tial decislons which must be evsaluated
using Incomplete and/or an.biguous
data. Decision algorithms should pro-
vide a rational basis to perform
independent resource allocation deci-
sions, possibly opting to signal inten-
tions or demand additional infaormation
from other cells. In the global context,
raconfiguration is very much a cell
depaendent relative concept which
expressas the wvarlations In global
rasource availability perceivad by each
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cell. At this level, reconfiguration
issues are related to the correctness
of each cell's view of the world and its
consistency with other cell’s views
(coherence). The nature of the tactical
environment makes development of a
correct consensus among cells an ideal
goal achievable only when perfect
environmental conditions occur.

On the other hand, at the local level, it
can be assumed that all the resources
required to assure correct and con-
sistent perception of cell status (i.e.
consensus) by all its processing ele-
ments are available (together with all
the potential advantages to be gained
by their efficient usage). At this level,
issues such as the development of
design concepts that promote internal
cell reconfiguration with minimal disrup-
tion to ongoing processing deserve to
be considered.

Focusing on the determination of the
amount of iesources required to
achieve those reconfiguration goals are
likely to be of high practical value to
assist in the detailed design of internal
cell architecture, while the somewhat
dual question (at least from a classical
optimization thecry viewpoint) of effi-
cient usage of a fixed amount of
resources could be expected to provide
answers of value in the development of
global control algorithms.

From a processing point of view, recon-
figuration needs at the maxinet level
are alsc very different from those
present w. *n managing the internal
configuration of each ce!l. At the max-
inet level, the primary recuirements for
cells to monitor system configuration is
related to the need to assess remote
ca'" capabilities either as a primary or
baciiup source of tacticel data base
elements. At the cell level, &t least in
principle, processing elemants may be
assicned and reassicned to support
dive 'se computing functions, task pro-
cassng mey be shorod oy ceverei pro-

cessng elements ang the casizament of

local data base elements %o sicrage
devices can possibly be chciged due
to external (e.g., higher {~%zrmztion
volume from cell inputs) or intz:c! {e.g.,
decision to provide better gz tzrmznce)
re 1sons.

The design presented here properly
recognizes the fact that t-z -~z+ure of
the reconfiguration problems z-¢ nceds
is very different at the glo:c! 2 tocal
levels and correspondingly em:hzsizes
approaches likely to produce *he sest
possible results In each g:ccessing
domain.

4.5.2 Evaluation of alternativs sclu-
tions.

Solutions requiring a correzt znd con-
sistent assessment of syster: stz*us by
all cells in the maxinet must neccessarily
rely on the use of extensive excliange
of management information (e.g., ccordi-
naticn messages) between units in
order to assure wose
integrity/coherence goals. Further,
processes such as cell union or seces-
slon or global data reorganizetios must
be both preceded and followad by
intercell exchanges intended to sssure
a commonality of processing intantions
and a consistency of Indivicual views
about the starting, intermeciate, a&nd
final system states.

Algorithms based on any such ennroech
must necessarily experienze long
delays before being succecsf''y com-
pleted. Further, disruption to co~muni-
cation and processing capeh"ties, such
as those expected in the ‘tactical
environment, are likely to prevert com-
pletion of the majority of the r*‘emnted
exchanges. In all the cases ~~"~ad In
that majority, failure to com~'>%a is ten-
tamount to complete fai':ra of ‘he
reconfiguration effort viith a
corresponding waste of tha rrcoircag
utilized unti! the moment of "3,

The prcposed approach is b~~~ o= *hg

use of algorithms thet ett~—~1 ¢ rro-
cduce the most e’ficir-t r~ei'tg
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commensurable with the resources
avallable to the procedure during its

-exacution. The actual results obtalned

by activation of the procedure, whether
totally unsuccessful, partlally or com-
pletely successful, could be used by
sach cell to revise its view about the
futura desirability of reusing the pro-
cedure under simllar circumstances.

On the other hand, at the local levei,
resources required to galn concensus
and coordination between proceseing
elements will be avaliable and there-
fore, the performance and correctness
advantages derived from achievement
of a correct consensus can be reallzed.

4.5.3 Open architectural issues.

Most of the open related architectural
issues In the area of conflguration
management involve the definition of
additional detall about the nature of the
algorithms and procedures to be used
for each of the possibie reconfiguration
activities to be performed.

At the giobai ievel, those activities
Inciude:

e Cell unlon to maxinet
e Cell secession from maxinet

e Primary realiocation of data elements
to celis

o Reallocation of bacxup responsibliiities
to cells.

At the loca! level, the iist is consider-
ably more extended possibiy having to
address such Issues as task partition
and allocation, file migration and com-
puting function real!ocation.

4.5.4 Technological requirements.

In order to Initlate the examination of
the detailed design and feasibliity
issues briefly described in the previous
subsection, it Is necessary to perform a
serles of related research and develop-
ment actlvities devoted either to
uncover new reconfiguration/status
monitoring procedures or to establish

the usefulnesg of exlsting aigorithms In
the tactical C™ system.

Conslderations based on the nature of
the tactical environment and discussed
extenslvely above Indicate that new
developments will be required to allow
eventual Implementation of useful
reconfiguration procedures at the MAXI-
DOS level while research directed
towards Implementation of MINIDOS
capabiilties shouid focus on applicability
of existing concepts and relevant
modificatlons.

Consistent with the abcve arguments,
two major technological areas can now
be precised as requlring additlonal
near- future development:

e Gl/obal configuration management pro-
cedures. The purpose of these
activities shouid be the deveiopment
of new reconfiguration algorithms
that, whiie promoting the development
of correct, coherent views of system
configurations, are able to function at
the best level of performance com-
mensurate with existing resource
avaliabllity. The studies shouid focus
on the practical value of ackhieving
correctness and coherence in order
to effect efficlent reconfiguration
versus the possibie risks incurred by
implementing reconfiguration
approaches on the basis of incom-
plete, imperfect information.

e Cell reconfiguration
techniques/algorithms. The useful-
ness of existing techniques and thelr
impact in resource requirements at
the locai ievel must be examined to
determine their suitability for impie-
mentation as part of specific cell's
MINIDOS. The studies should include
the deveiopment of distributed design
principles (particularly in the area of
physical data base distribution) which
promote efficlent, low-interference
reconfiguration.
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4.6 Data Base Management

4.6.1 Rationale for the Selected Archi-
tecture.

The basis for hierarchicai breakdown of
data base management responsibilities
at the giobal and iocai ievels is the
same used to allocate control responsi-
bilities between MAXIDOS and MINIDOS
functions. As these arguments have
already been provided in detailed form
elsewhere, they will not be repeated
here.

For similar reasons, arguments support-
ing the need for development of novel
probabiiistic  resource  management
algorithms at the global lsvel, also sup-
port the need for probabilistic data
base management algorithms.

it is important to remark, howevaer, that
the need to develop operating system
algorithms having adaptation and resi-
liency properties is the basis for the
notion of data criticality. One of the
fundamental comparisons between
alternative distributed data base
management approaches is how the
aigorithms employ data criticality in in
decision making.

The desirabllity of a high-leve! informa-
tion (rather than data) oriented
language at the global level (l.e.
MAXIDOS/maxinet) follows from the
homogeneous nature of the information
handled by every federated cell (i.e.
tactical air messages and eair situation
medels) and is also justified by the
need to provide limited human backup of
cell information processing activities in
the event of ADP equipment failure in
some cell. The use of a common infar-
mation handling message frees MAXI|-
DOS functions rasident at individual
cells from cons!deration of deteils about
the individual characteristics of the
diverse DEMS that may lkely be found
across the cells federzted into the
maxinet.

At the local ievel, however, the need to
provide extensible, modifizble cells
capable of being initially depicyed util-
izing existing resources im:cses con-
sideration of translation/ccnversion
schemes [Reference 20] previding for
use of a common data base cisirituted
over multiple heterogenecus pgrocces-
sors.

4.6.2 Evaluation of alternative solu-
tions.

The low capacity, unrelisble cherac-
teristics of communication through the
maxinet preciudes the use of
approaches requiring the defi:ilica of a
"controi consensus" between thes dif-
ferent celis before an actuz! cliocation

decision Is made.

In these approaches, extensive coordi-
nation messages must be exchenged
between the cells, thus reguiring
existence of fast, high capacily, high
availability communication channels.

The same arguments indicate that
approaches assuring consistency of
multipie distributed copies of dzta base
portions require existence of informa-
tion exchange capabilitias which will
not be avaliable at the global level.
Consistency, as well as some of the
other desirable system properties
already discussed, must be considered
to be an ideal goal generally attainable
only to a limited extent, \hich s
related to the availability of computa-
tional resources. Thus, a whole snec-
trum of possible degrees ¢! pronerty
attainment must be conside-ed \when-
ever user perceived charact*er.stics of
the system are discussed. This cuality
assessment approach is me-<elly dif-
ferent from that used for eris*~q cata
base managemant systems v:~ich, to a
large extent, are characterized in terms
of having valued variables /i.e. con-
sistency, inteqrity).

In the proposed design, dun'ic»te copy
consistency (for specitic “.ta hzse
segments) rmust be (¢='-ed or




determined to be valuable to the sys-
tem objectlves and Its attainment will
be conditioned by existence of required
resources, estimates of probabllity of
success and relative values of other
processing goals.

The use of intercell communication
language defined at lower leveis of
data abstraction (e.g., logical level In
the ANSI/SPARC modei terninology
[Reference 4]) require further MAXIDOS
invoivement into the nature of iocal
data base implementation detalls whlie
reducing human understandabllity of the
contents of Intercell exchanges. The
approach utllized In the design,
emphasizing usage of conceptual
schemes, user-oriented primitives and
self- defilning data elements, is alsoc a
better choice as a (generic type of)
target language to which data
representations and requests originat-
Ing at the local lavel must be transiated
In order to be exchanged ovar the max-
Inet.

4.6.3 Open architectural issues.

At the global ievel, & number of open
questions must be answered In order to
further precise the nature of the data
definition/manipuiation capabiiities of
the MAXIDCS. The following paragraphs
briefly examine those open issues.

The definition of the fisxibiiity of data
retrisval requests with respect to the
location of the data required to resolve
any given query has not been
attempted. Specifically, it must be
determined whether querios requiring
retrieval from more than one cell (as
well as aill performance related query
decomposition processes) will be
required/allowsd. Tha advantages of
providing more flaxibis and encompass-
ing retrieval schemes are obvious but
must be measurad against the nead tc
limit performance of resource consuming
transactions due to the unreliable
behavior of communication and process-
ing elements at the global level.

Basls for the dynamic distribution and
reorganization of the global data base
In response to workload or misslon
changes have not been precised. in
particuiar, the rationale for local
storage versus remote access of
specific elements has not been speclfi-
cally studled for typicai tactical data
base elements. Resolution of these
matters must await both the results of
pracise data usage studies as weil as
the results of detailed tactical
information/data deflnition and <valua-
tlon studias such as those mentloned
before In Subsection 4.1.4.

The nature of mechanisms to be used to
measurs worklioad or to register mission
changes that may affect system
resource allocation must also be
deflned at a higher level of detall.
Availability of adeguate
measurement/feedback mechanisms
has been assumed as are the baslic
toois to derive data criticaiity assess-
ments. These assessments are
required by the MAXIDOS decision func-
tions to determine the reiative vaiue of
resource allocation choices.

In sunimary, open data management
Issues primarily Involve the definition of
additional design detail which further
specifies the nature of the required
dats management functions both at the
global and local leveis. Due to the rela-
tively low ievel of development of dis-
tributed data management concepts,
resolution of most of these issues must
await technoiogical developments, par-
ticularly in the area of feasiblilty
evaluation and demonstration.

4.6.4 Technological Requirements.

The previous subsection Identified a
number of open architecturai issues
requiring resolution In order to provide a
more detailed spacification of the tacti-
cal information system characteristics.
To resolve most of these issues, it is
neceasary to further advance the
understanding of distributed data base
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management, thus providing a rational
foundation fot the performance of
relevant design choices. Specifically,
these types of major general technical
dewvelopments are required:

e Extensible distributed data manage-
ment systems. These studies will
mostly benefit the design at the local
(MINIDOS) leval by providing princi-
ples and methods for the develop-
ment of efficient data base manage-
ment systems over heterogeneous
processing elements integrated into a
system capable of flexible modifica-
tion by wvariations to its hardware or
data base structures. Studies should
pay particular attention to the fotlow-
ing problems:

— Data base elements
conversion/transiation

— Data base conversion/translation

—  Dynamic data element
distribution/redistribution

— Integrity/Consistency Assurance
— Query decompaositicon
— Efficient data base partition

e Probabilistic data management algo-
rithms. These studies should focus
on the determination of feasibility of
probabilistic management of data
resources and can be expected to
have major applicability at the global
(MAXIDOS) level. Relevant questions
to be answered inciude:

— What are the rational or experi-
mental basis for the derivation and
measurement of data criticality?
Can linguistic technicues for the
analysis of data bases Le effec-
tively used as an aid in criticality
determination?

— What are the relevant variables

(i.e. beyond «data criticality)
recuired to  perform elfective
menacemant of roascrecas using

probahilictic schenos?
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— What is the value of obtaining
some form of consensus ¢i coher-
ence between decisica elements
before resource allocetion?

— What are relevant pericraence
parameters to be msasured in
order to determine the e:xtent to
which data quality prsperties of
systems (l.e. integrity, con-
sistency, availability) heve been
achieved at e given time cduring
system operation?

tem Development

One of the themes preserted in this
docunent is that of placing more
empnasis on the development process.
In the same manner that cne would
place mora emphasis on an eulcmobile
factory than on the first autonictile pro-
duced, data processing system
development must be consicsred more
in terms of an on-going production
cycle. Several concepts rmust be
accepted if this is the case. First is
that devaelopment resources shculd be
more concentrated and more emphasis
should be placed on spaclalized tech-
nology for softwara production. The
natura of system procuremant followed
by the government tends to cause frag-
mentation of development resourcas.
Each individual project must support its
own developmant rasources and those
resources remain only for the duration
of development period. Prica competi-
tion between contractors tends to
prohibit maintenance of uxpensive sup-
port facilities.

A second premise that must be
accepted in this producticn czmzent is
that there are cyclical nredection
schedules with firm recuvi-emeqts for
working models. The TAFIS “zta pro-
cessing configuration shou!s ho trzeted
as a product which is de’:c-rhl@a on
future schedule determinecd hy con-
tingency plans and alert :*s*us In
response to world criscs. A deta
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procesesing system to support a Tactical
Alr Force contingency plan might be
dellverable within a week, augmentation
within a month, and a replacement sys-
tem within a yerr. in the folilowing
paragraphs CSi wiil describe a concept
for a Centralized Development Facllity
which addresses many of the develop-
ment probiems identified in the discus-
sion of the data processing architec-
ture and technology requirements.

4.7.1 The Centralized Development and
Staging Facllity Concept (CDSF).

The CDSF attempts to bring together in
one davelopment facllity the technology
rescurces, real data, users, and operat-
ing environment constraints. This con-
cept is not the same as that of the SDC
Software Factory where emphasis was
placed on uniform requirements defini-
tion and software production. The
asoftware factory, llkke other types of
system development concepts, does
not take into account the significance
of requirements volatility or the value of
intermediate working versions. The
CDSF concept tends to reduce the dis-
tinction between the development,
tralning, and operational processes and
likewise the .staff assigned to those
positions. The creed of this facllity
might be stated as "make it work®. The
centralization !s aimed at Improving the
transfer of technology from the
rasearch stage to the operational stage
and improving the feedback of opera-
tional needs to the system developers.
it is OSl's premise that rea! data and
personal contact between users and
system developers is needed to
achiave this flow of information and the
maintenance of a continuocus production
cycle.

4.7.2 The Location.

The CDSF would ldeally be located at
an air base with the following attri-
butas:

[1] Large computer room with follow~
ing tacilities:

® Maxinet communications
(ARPANET, AUTOD A, tactical
radio equipment sets)

e Computers (emulations of
current systems, breadboards
of upcoming systems)

e User terminais (programmer,
trainer, student, maintenance,
etc.)

o Cilassrooms

e Vendor facliities (software
and hardware)

e Data storage (unclassified,
coliateral, SI/SAO)

® Mininet communications (wide-
band bus, high-speed links
between development com-
puters

[2] Tactical configuration staging
compound

[5] Storage area for contingency
data processing components

[4] COMSEC monitoring unit

Colocation of the CDSF at an active air
base would allow operaticnal testing of
ground-air communications os well as
ground based communications. The
CDSF could function In various modes:

[1] system operator training (l.e.
making the squipment work)

[2] data base maintenance (prepara-
tion of real data for contingency
plans)

[3] software malntonance (repair or
upgrade of task groups)

[4] hardware maintenance (repair or
inventory upgrace)

{6] functional test (thread tests with
software, data, and user com-
ponants)

[6] multi-thread tests (interference,

contention, and loading evalua-
tion)
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[7] user training (initlal introduction
or updates on data processing
usage)

[8] integration of depioyment confl-
gurations (hardware, communica-
tions, data, software, users)

As plctured in Figure 5, the tactical
configuration staging compound wouid
be physically segregated but In close
proximity to the maln computer facili-
ties. The ciose proximity aliows immed!-
ate access of users to the stiff and
support services of the CDSF whenever
a problem is encountered. Users can
split their time between operation In a
controlied and friendly environment for
training and data base preparation and
testing and evaiuation of the field con-
figuration.

Physica! segregation of the tactical
equipment ailiows the enforcement of
field procedures for operation and
maintenance of deployable equipment,
data, and support facilitles. Both users
and system developers wiil be faced
with the realities of performing
upgrades to data and software com-
ponents through field communications.
This ccncept of transferring the
development system to the field system
is intended 1o evolve procedures which
can be continued once the system has
been deployed remotely from the CDSF.

4.7.3 Concept of System Evolution.

{f the CDSF always has the miasion of
being abie to stage a working data pro-
cessing configuration within a specified
and limited time window, then the con-
cept of system evoiution has a more
specific meaning. From a cold start, if
the Air Force was required to deploy a
working information system in 30 days
there would be an obvious emphasis on
communications equipment, intelligence
data, and contingency planning. Very
jittle attentiorn wouid be given to untried
or unreliable data processing equip-
ment. For contingencies a year away,
there would be time to introduce new

hardware which could be operated on a
standalone basis and provide local sup-
port to specific elements or users.
Extensive Inventory changes requiring
Jolnt force cooperation &nd lengthy
integration testing or unit training wouid
not be Included because of the high
risk.

Once locai data base support has been
established for Indlvidual elezents then
digitai message processing snd elec-
tronic mail services can be effectively
utitized In the field environment. Exer-
clses In Germany have demonstrated
that high speed digital communications
with a computer on one end and manual
message handiing on the other end is
not compatible. The computer is not
abie to effectively filter, buffer, or
interpret the needs of the user suffi-
ciently to prevent saturation of the
manual message handling process. On
the other hand, an automated message
terminai can buffer all incoming mes-
sages at maximum line rates and the
user can select messages from the
buffar at his own rate.

Once effective digital communications
have been astablished betwoen ele-
ments of TAFIIS and those elements
have local date base capabilities, then
users can make effective usage of
externai data bases.

4.7.4 The Human Element.

An Important aspect of colocating
dasigners, data base specialists, com-
municators, Intelligence anelysts, and
operations piarners with field users is
that informal commu-izations networks
can be established through parsonal
association. These informal communica-
tion channels are vital in the continued
maintenance of tho hardware, softweare,
and data tase components of the infor-
mation: system. Much of the technologi-
cal expertise in thase areas is oral and
would nct be committed to paper even
in the best of conditions.
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Figure 5. Centralized Deveiopment and Staging Facility (CDSF) Ceacept
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Knowing who might have the answer to
an operational problem, whether it is in
intelligence, operations, or maintenance,
is a major factor in the adaptivity of the
system.

Informal technical communications
should be supported after personnel
and equipment have left the staging
area through eiectronic mali,
newsletters, and telephone convarsa-
tions.

Another aspect in the CDSF concept is
that the tacility opatation itself is a
training and personne: development
device. !n the way that strategic intel-
ligence facilities provide a means for
advancing the education and career of
intelligence analysts, the CDSF can pro-
vide an assignment locatics: to advance
the education and career oppuriunitias
of the blue-suit data processing spo-
cialist. Rotation of data processing
personnel through the CDSF and fieid
assignments wil! baenefit both the field
operation and development process by
building a cadre of highly-skilled pro-
fassionals to support the system. The
key to building this type of staftf
appears to be a combination of giving
Individuals assignments with an active
mission and in a field which continually
advances their professional skills. The
CDSF concept i3 an alternative to
assignments with tactical units whera
technical support is very limited and
personnel are isolated from new
deve!gpments and on-going activities in
the C | community.

4.7.5 Technalogical Support.

A prerequisite for the CDSF location
should be that it be near one of the
centers of industrial data processing
tecihnology. Continuous contractor sup-
port will be required to introducs new
software and hardware tecknology.
Contractor support car be much more
cffective it immediate access to real
data and interfaciyg hardwere com-
ponents. The CDSF provides a way in

which developers can be brought
face-to-fece with users, data, operat-
ing constraints so that fatent design
fiaws are not perpetuated through the
system as a result of misuncderstandings
or incomplete data. Consclidation of
development facilities can allow for
better utilization of high cost technol-
ogy support such as:

[1] operating system

[2] system software

[3] hardware maintenance
[4] performance monitors

[6] bardware integration test equip-
ment

[6] configuration managemant
[7] dccumentation production
{8] programmer training

{£) software quality controi

These i(zchnological support items if
fragmented ovc” many sites would be
much more costly atd not nearly as
effective in producing a working and
deployable system.

4.7.6 The OPSEC Problem.

Operations security is a major problem
for tactical systems which wili have
access to sensitive intelligence data or
that will operate In conjuitction with
new weapon systems or iritelligence
collection platforms. Secure data
sturage Is not an insignificant problem
and is a problem for contractors
involved in development and for tactical
systems in a garrison moda. Fazr sys-
tems in garrison, limited secure storags
may mean that the ussrs 2nd data
beses cannot be kept currsnt. This
factor impacts directly on reeadinasgs of
units. For contractors is a development
mode, it may mesia that cdata base
structures or user interiace “2:icns are
inadequate because they cre vneware
of how the user will handle re-! ¢2'a.
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Another aspect of operations security Is
communications security (COMSEC).
The benign environment of the unciassi-
fied deveiopment and training facility
does not prepare either users or opera-
tions support staff with the knowiedge
of how to deal with a high threat elec-
tronic warfare environment. Handling of
real data in the CDSF during system
staging can provide an opportunity for
COMSEC trainin<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>